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—>Disclaimer

Web Maniac - Hacking Trust

Pentesting web applications in a hacker’s way. Attack surface varies from application to
application. How to think below the surface? That’s the aim!

All contents of this presentation represent my own beliefs and views and do not, unless
explicitly stated otherwise, represent the beliefs of my current, or any of my previous in
that effect, employers.

Screenshots have been shared from various resources. This is done to show the
comparative model of various methodologies.




- About Me

6

» Worked previously for Armorize as Senior Security Practitioner , COSEINC as Senior
Security Researcher and Security Consultant for KPMG

» Founder , SECNICHE Security Labs.
http://www.secniche.org

« PhD Candidate at Michigan State University

Written content Author for HITB E-Zine, Hakin9 ,ELSEVIER, USENIX Journals.
Like to do Bug Hunting and Malware dissection.

Released Advisories to Forefront Companies.

Active Speaker at Security Conferences including RSA etc.

* Blog: http://secniche.blogspot.com | http://zeroknock.blogspot.com



http://www.secniche.org/
http://www.secniche.org/
http://secniche.blogspot.com/
http://zeroknock.blogspot.com/

v" Web Application Security Standards

v Web Application Security- A view of Reality

v" Web Application — Testing and Development Methodologies
v' Facets of Web Application Pen Testing (WAPT)

v' Demonstrations — Live Targets
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- Web Application Security Standards — Really

WASC-19 SOL Injection
WASC-23 XML Injection

WASC-28 Null Byte Injection
WASC-29 LDAP Injection
WASC-30 Mail Command Injection
WASC-31 0S8 Commanding
WASC-39 XPath Injection
WASC-46 XQuery Injection

WASC-08 Cross-Site Scripting

WASC-01 Insufficient Authentication
WASC-18 Credential/Session Prediction
WASC-37 Session Fixation

WASC-47 insufficient Session Expiration

WASC-01 Insufficient Authentication
WASC-02 Insufficient Authorization
WASC-33 Path Traversad

WASC.08 Cross-site Request Forgery
WASC-14 Server Misconfiguration
WASC-18 Application Misconfiguration

WASC-02 Insufficient Authorization
WASC-10 Denlal of Service

WASC-11 Brute Force

WASC-21 Insutficient Anti-automation
WASC-34 Predictable Resource Location

WASC-38 URL Redirector Abuse

WASC-50 insutficient Data Protection

WASC-04 Insufnicient Transport Layer Protection  A10 -Insufficient Transport Layer Protection

' OWASP Top Ten 2010 RC1-

A1 - Injection

A2 ~Cross Site Scripting (XSS)

A3 - Broken Authentication and Session

A4 - insecure Direct Object References

AS - Cross-Site Request Forgery

AS - Security Misconliguration

A7 - Fallure to Restrict URL Access

AS « Unwvalidated Redirects and Forwards

AS « Insecure Cryplographic Storage

A2 « Injection Hymy

Al ~ Cross Se Scripting (XS5)

AT = Broken Avthentication and Sewion Mamsgerment

Ad -~ Insocare Direct Object Referente

AS ~ Cross Sine Reguest Forgery (CSRF)

<way T30 2004 A10 - Inyecure Configuration Memgement>
AlD - Fallure to Restrict URL Access

<not in T30 007>

AR = Inyecure Cryptograghic Storage

A9 ~ Insecare Communications

Al « Injettion

a2

AY-

A4

AS

AS -
A7~

AB ~

A%

Crons $ite Scrigeing [X55)
Broken Authentcation and Session Management

Inseture Dicect Object References

- Cross Shte Request Foegery (CSRF)

Security Mnconfisurstion (NEW)
Failore to Restrict URL Access
Unwvalidated Redizects and Forwards (NEW)

Insetute Cryptographic Stompe

ALD - racfficient Trasaport Layer Protoltion

AL = Malickoas Flle Erecution <gdropped from T10 2010>
A~ Information Leakage and Improper (rror Hendirg <dropped from Y10 2010>
Manual
Review
Al higher levels in ASVS, the
use of tools is encouraged. Manual Design
But to be effective, the tools < Review
must be heavily tailored and
configured to the application
and framework in use
Manual Test
and Review
"
Tools
OWASP ASVS Levels —_ — 2 — 3 e— 4




- Web Application Security Standards - ?? ! Answers !

» Standards provide specific classification of vulnerabilities

Do they comprise of all types of vulnerabilities ?

* Are all types of web attacks predefined in them? o

» Do you think the design of web application matters? [to what extent ]
A view of web application and a website under testing.
* Do platforms and web servers matter while web application assessment?

Do you think penetration testing of web applications is beyond these
standards ?




- Web Application State and Risks
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- Web Application Architecture - Development
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- Web Application Testing - Methodologies

- |

Application
Penetration
Testing

Collect network infrastructure Information,

Discovery Develop web application footprint

Automated scan for common technical
vulnerabilities (e.g., SQL Injection, XSS etc)

Automated
Analysis

Elimination of false positives,
ELUEDN Manual checks for false negatives,
Analysis Manual checks for logical vulnerabilities.

Exploit technical and logical vulnerabilities.
Provide proof-of-concept

Exploit

Penetration
Testing




- Why Security Testing ?
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- Web Application Security ! Reality - Broken




- |Is that Ethical?




—> Existence and Reality — Web Penetration Test

* Is this all about compliance (PCI) ?

* [s this all about reporting generic issues and using reports for cert’s?

Do you think organizational teams patch all the reported issues? o
» White box or Black box — Changed definitions.

* Security Assessment ! = Penetration Testing [ Mismatch ]

* Time dependency — A big factor in determining the effectiveness

* Penetration Tests — Does not provide security / That’s the Truth
= Applied security comes out of the actions taken to remove those vulnerabilities which are exploited during
the course of penetration testing.
= Vulnerability assessment provides a glimpse of security to some degree
= Penetration tests emulate real world attacks to exploit the network and web infrastructure
= Effective penetration tests provide a degree to which systems can be exploited. It can be more.




—> Pentesting Stringency in Real World
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- Is that True ?

Pen-testing is overrated

’ e

* elje
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# Then what about Human Ignorance ?

# A critical component in every sphere. Hard to beat it.




—> Thinking in the Wild — Web Penetration Testing.

Is it all about
shooting what
we see ?

Do we need to take
care of the hidden
or shadowed?




- Web Penetration Test — The Refined Art

* Turning the Black Box Testing into White box Testing
* Expertise — Hacking in a controlled manner

* Meeting the expectations




—> The One — Murphy’s Law (Variation)

* Pen Tester — The Word of Advice

“Everything that goes wrong on the target host, network, or
on the Internet from two weeks before you plug in to two
weeks after you submit the report will be your fault.”




- Demonstration

« Attacking Web Apps through Content Rendering —4: 15 M

* SQLXSSI — XSS through SQL Injections : Yahoo —5:30 M .
» Persistent Redirection Attacks and Malware - 4:00 M /\\{
\
« Content Delivery Networks — Infection Behavior - 4:09 M A AW

» Widget Redirection Attacks — Outbrain — 3:20 M




- Demo 1. Document Content Rendering Attacks

) Mazills Firefox
Fe R Vew Hgtory [Robsiy Tooks Help

¥ C N 80 (0T Alsers dnensrator Cesitop ronferences enasreword_perink_uss_payioadreword_rpperink_xss_doc_renderng_atthind Y

Nzt fested . Getting Starisd Ladest Headices ! Downlosd Remuregd C] Job SewchReadls |

Pacutrert fetor More Pags filesf [ /G Users. .ndermg_stbhtml x }

Demonstrations

Document Hyperlinking XSS Payload Rendering Attacks

Vulnerability in Web applications and Enterprise Solutions

This issue Is a potential part of web application functionality
Disclaimer - This is only for demonstration purposes. All on your mobility,

Proof of Concept

Step 1 - Finding 2 wpload modele m the web application and understanding the design
Step 1 - Setting XSS payload in MISWord Hyperlinks

Step 3 - Uploading the Gle on the web application and allow it to render

Step 4 - Rendering the MS Word document whale translation reseits m XSS

Step 5 - All at your own risk.

(C) SecNiche Security ( btp:lwww, secnicheorg |

Dore

Dot @O O W 7@ ronitaFrelox g;jf-v.uo.--su;,-»vmra..] resverd_pwperink ez p... |

FodenDssled | £ (S| rore

bods ™« B39 Tl nnem



- Demo 2 : SQLXSSI — Using SQLI to conduct XSS

) Macills Firefox
Fe B Vew Hgtory [Robsads Took e

¥ c N I $0:(00: sers Adnnsrator Desidog conferences Benas'Sqess_ahoo sobss_ralvare_vuin hin Y
Nzt ested .'Eee:rc:'yu'td Ladest Headices (! Downlosd Remurerg d C] Job SaswchReadls |

filesj (/G Users...abware_vunbtml X | S Comesrt Sorg To Heesdacmal Onde

Demonstrations

SQLXSSI - XSS Payloads in SQL Variables
Database - MYSQL / MSSQL/ ORACLE

Vulnerability in Web applications and Enterprise Solutions

It has been transferred into a malware demo for undzrstanding and leveraging knowledge out of the issue,
Disclaimer - This is only for demounstration purposes. All on your mobility,

Proof of Concept

Step 1 - Finding a vulnerable website throwing reflective errors

Step 1 - Expleating throegh UNION SQL potsoning with XSS payloads
Step 3 - ReBective error readers XSS parvioad in context of browser
Step 4 - Possibility of all serts of attacks

(C) SecNiche Security ( Mip:lwuw secnicheorg |

Dore
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- Demo 3 : Persistent Logout Redirection Attacks

Be R Vew Hitory [Robwrks Tooks Hep

c A [ 8000 Asers (Adnns 1 ator Cesidop dercs Darsisiant_redrection_logout_nod_ralware_attad honl o - p "4
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Demonstrations

%

Persistent Redirection - Logout Module - Malware Infection - Attacks

Vulnerability in Web applications and Enterprise Solutions

This issue is a potential redirection attack which is persistent in logout module of an enterprise apphication. It has been transferred into 8 malware demo for understanding and leveraging
Knowledge out of the issue.
Disclaimer - This is only for demonstration purposes. All on your mobility.

Proof of Concept

Step 1 - Amahvsing the URL and inherent apphication parameters Debeg it to get the parameter used for redirection on logout moedele.
Step 1 - URL is desigaed with malicious link as a logout redirection parameter value

Step 1 - User is allowed to log inte the application

Step 4 - User logged in and started dodng some work and bogged out.

Step S - Duning logout redirection occurs to malicious website and starts dowsloading files mto system

(C) SecNiche Secanty ( bitp: 'wuw.secnicke.org |

Core FodenDexbled € (S rore
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= Demo 4 : Third Party Content Delivery Infections

) Maocila Firefox
Fe ER Vew Hgtory [Robsiy Took Hep
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Demonstrations

Content Delivery Networks — Website Hacking and Malware Infection
Third Party Content Rendering

Vulnerability in Web applications and Enterprise Solutions

It has been transferred into a malware demo for understanding and leveraging knowledge out of the issue.
Disclaimer - This is only for demonstration purposes. All on your mobility,

Proof of Concept

(C) SecNicke Secanty ( Mtp:/vuw secniche.org |
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- Demo 5 : Widget Redirection Attacks

) Mazills Firefox
Fe B Vew Hgtory [Robsyky Took Hep
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Demonstrations

Widget Redirection Attacks — Malware Infection
Third Party Content Rendering

Vulnerability in Web applications and Enterprise Solutions

It has been transferred into a malware demo for understanding and leveraging knowledge out of the issue.
Disclaimer - This is only for demonstration purposes. All on your mobility,

Proof of Concept

(C) SecNicke Secanty ( btp:/vuw. secniche.org |
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- Questions and Queries




- Thanks

SecNiche Security : http://www.secniche.org

Hacker Halted — http://www.hackerhalted.com



http://www.secniche.org/
http://www.hackerhalted.com/

