5 Steps to Advanced Threat Protection
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20 Years of Chasing Malicious Software

* Tries to keep a list of all bad software |
 Tries to identify bad behavior

 Lets unrecognized executables run

* The moles have gotten faster and smarter



Exponential Growth In Malware
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Trying to Keeping Pace

2,895,802 signatures / year
7,933 signatures / day
330 signatures / hour
5 signatures / minute

1 signature / 12 seconds
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Endpoint Protection Gap

PROTECTION

ADVANCED THREATS

PATCHED APPS

DELIVERY DISTRIBUTED APPS

BASE SYSTEM IMAGE




Soclally Engineered Threats
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Profile of an Advanced Threat
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Remote
Control

0- Trusted

Relationships

- i)
g e . - = — Uses Malware to Persist
Froam: Amazon.com [mailto! digital-no-reply@amazon.com)
Senk: Thursday, July 22, 2010 5.3 AM L
To: Tom Murphy S as Legitimate
Subject: Your Amazen,com Order (D1 7-5303101-7732225)
aterally
amaIEHaEpm TOUR ACCOUNT ) | WELP
es Control

Thanks for your order, tmurphy@bit9. com

Ordar Information:

E-mail Address: trmurphy bt com

Order Grand Total: § 42.99

Order Swmmary:

Order #: L53-0390450-2385805
Subtotal of iterns % 85.99

Tatal bafore ta: § B8.99

Sales Tax: $ 0.00

i Total for this Order: $ 53.99

Did you know you can view and adit yaur ordars anbne, 24 hours a day? Visit Your Account

Earn 3% rewards on your Amazon.com orders with the Amazon Ur;ﬁard. Learmn Maore

g




Operation Aurora

A highly sophisticated malware penetration by
Chinese hackers against high profile companies.

Consisted of:
* 0-day browser exploit
* Flexible payload
e Custom encrypted C&C traffic



The Initial Exploit
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The Backdoor

A.exe decrypts to B.exe

e B.exe drops a DLL into Registry key added:
\system32 and changes the _ _ |
— SOFTWARE\Microsoft\Windows NT\ CurrentVersion\SvcHost\
name to match existing Value: Sysins
services Data: Ups***

Registry key added:

e File times are modified to SYSTEM\CurrentControlSet\Services\

evade forensics RaS***\Parameters\
Value: ServiceDLL

Data: <path to backdoor>

 This DLL is loaded into a
svchost.exe process



What Can It Do?

Trojan Backdoor Capabillities:

o Adjust process privileges & terminate processes

Control services

Remote file execution

Registry manipulation

File system manipulation (search, remove, copy)

System manipulation (turn system off, reboot, clean events)
o Call other components, inter process communication



Advanced Threats Target ...

Visibility and Control

Registry Registry Protection

File Integrity Monitoring

Config Files

Device Control

C r I tl C a.I * Storage Devices
Resources

Application Whitelisting

- Memory Memory Injection Protection

H Operating System

OS Tamper Protection




Consensus Audit Guidelines (CAG)

e Nov 2009, Version 2.3
e 20 Prioritized Controls
e Derived from Attack Knowledge

e Prescriptive

 How attackers exploit the lack of this control
 How the control is implemented, automated, and measured
* Procedures and tools for implementing and automating this control

 Technology and Process Controls



Automatable Critical Controls

1. Inventory of Authorized and Unauthorized Devices

2. Inventory of Authorized and Unauthorized Software

3. Secure Configurations for Hardware and Software on Laptops, Workstations, and Servers
4. Secure Configurations for Network Devices such as Firewalls, Routers, and Switches
5. Boundary Defense

6. Maintenance, Monitoring, and Analysis of Audit Logs

7. Application Software Security

8. Controlled Use of Administrative Privileges

9. Controlled Access Based on Need to Know

10. Continuous Vulnerability Assessment and Remediation

11. Account Monitoring and Control

12. Malware Defenses

13. Limitation and Control of Network Ports, Protocols, and Services

14. Wireless Device Control

15. Data Loss Prevention



CAG Control #2

How can this control be implemented, automated, and its effectiveness
measured?

Quick Win:
Devise a list of authorized software

Improve Visibility & Attribution:

Deploy software inventory tools throughout the organization The tool should also monitor for
unauthorized software installed on each machine.

Harden Configurations:
Prevent configuration drift and unauthorized changes that Introduce risk.

Advanced:

Deploy software white-listing technology that allows systems to run only approved
applications and prevents execution of all other software on the system.



Step 1: Continuous Monitoring
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Step 2: Assign Reputation to Software

Q—

! Hash

— Hash SOftware
= 3 :
POLICY - RePUtat|On
Service

Trust Factor
* Publisher
* Prevalence

* Age

» Categorization



NIST NSRL vs. Bit9 GSR

The New Standard

Attribute NIST NSRL Bit9 GSR Bit9 Difference
Number Files Indexed 53,300,000 7,100,000,000 13,321%
Number of Unique Files 16,700,000 481,000,000 2,880%
Number of Unique Packages 24,000 15,300,000 63,750%
Non-English Files 2,700,000 50,000,000 1,852%
Updates Quarterly Realtime Coverage
Meta-data *Partial Complete Comprehensive
Certificates No Yes Software Integrity
Categorization Yes Yes Manageability
Threat Level **Ppartial Yes Threat Coverage
Vulnerability Info No Yes Risk Assessment




Step 3: Define Trusted Software

HIPS Behavioral Rules Trusted Updaters
Adobe
AV Signatures IL/ .
BLACKLIST IL/ Cisco
POLICIES Remove Admin Rights v
Trusted Directories

M E:\wsus\*
A |£’ S:\sms\distribution
. v Lilibrary\*

Trusted Updaters
I Trusted Publishers
Trusted Directories
I |L/ Adobe
Trusted Publishers IZ Apple
' |1/ Microsoft

Trusted Users

Trusted Users

WHITELIST . .
POLICIES Confirm the Integrity of |L/ TMurphy
Existing Software M BGates
IL/ BObama




d Software
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Step 5: Deny Questionable Software

Default Open

BLACKLIST Monitor Policy

? Deny Execution

User Asked For Permission
Block and Ask Policy

WHITELIST

Default Deny

Flexible Lockdown Policy




Advanced Threat Protection In Action

‘

POLICY Default Deny
SERVER Flexible Lockdown Policy

& Trusted Publisher

& Trusted User
Execution Allowed @ Trusted Directory

i Trusted Updater

24 No Trust Established
X Botnets

_ X Rootkits
Execution Blocked X Infected USB Drive

X Spoof AV
X Targeted Attacks



Case Study:
“Red Team” Exercise

“Austere Challenge”
Friendly exercise to test security
«“RED TEAM” attempts to penetrate defenses
*Fishing e-mails have been traditionally successful
*Detailed in “After Action Report” (AC08)

Implemented Application Whitelisting
e |ldentify Who Clicked on Link
*Blocked Targeted/Custom Malware
*100% deterrent of “RED TEAM” Fishing Attempts




Case Study:

Leveraging Software Intelligence

Challenge
e ldentify, categorize, neutralize vulnerable and/or malicious software
* Typical PC has 15,000 executable files
Labor intensive and error prone task

Solution
« Software Reputation Service
e ldentify known good software to isolate bad
*Reduces forensics from weeks to days




Case Study:
Device Whitelisting

Challenge
*Malware continually bypasses network/web/email defenses
e Unauthorized use of Portable Storage Devices
Lost devices jeopardizing security
eUnsanctioned devices introducing malware

Solution
*\Whitelist approved portable storage devices by model/type
*Only allow Kingston Data Traveler
*Ensures all information is encrypted
*Log device usage and files copied to/from the device § DarcTraveler
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Application Whitelisting Review
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Recommendations

Continuous Monitoring | m |
| “’H
&

» Audit Critical Resources “
» Establish Real-time Forensics

Baseline Configurations

» Define Policies and Trust
» Share and Communicate End User Risk

NN SN

.cklist and Whitelist

» Continue to Run Existing Defenses
» Whitelist Trusted Sources of Change




Questions/Slides

Tom Murphy
Chief Strategy Officer
Bit9, Inc.

+1 617.393.7441
tmurphy@bit9.com



