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About Me 

•  Member of the Terremark’s Threat Intelligence Team, an offensive 
intelligence division of Secure Information Services. The Team provides 
clients around the world with rapid incident response, forensics, and other 
critical security services including evaluating security posture through 
vulnerability assessments and penetration testing.  The team is also 
tasked with staying up to date with the latest threats in the Information 
Security world.  
 
•  With 12 years of experience in the securities/technology field, I have led, 
as well as been a part of numerous consulting projects in the areas of 
system, network, and web-based vulnerability assessment, security audits, 
computer forensics, and secure computing design.  I have also been 
instrumental in locating and responsibly disclosing numerous harmful zero-
day vulnerabilities. 
 
 



What I am trying to convey.  

•  None of the concepts in this presentation are new..  

•  This is about designing an attack methodology that is 
extremely efficient. 

•  This is a very common attack pattern used today by 
blackhats to penetrate an organization. 

•   Methodology of a penetration test is just as important as the 
tools used or the 0day in your arsenal. 

J 



Why we need to know this…. 

•  Most organizations today use some form of ‘known’ web 
application. Whether its an open source or closed source 
application. 

 
•  These applications are the gate keepers to the internal 

network.  
 
•  Understanding how to find vulnerable web applications has 

a couple side effects. 
•  Discovering a detailed inventory of what an organization has 

exposed to the internet 
•  Aids in creating a comprehensive web application planning and 

assessment methodology  



•  Basically anyone with a large web presence. 

•  Government organizations 

•  Universities / Colleges 

•  ISP / Datacenters / Hosting Providers 

•  This methodology was developed while performing pentests 
and protecting customers at Terremark.  
 
I like to call it protecting customers from themselves. 

What type of organizations? 



TATICS 

•  GOOGLE DORKS! 
•  site: 
•  filetype: 
•  inurl: 
 

•  Sub-Domain Brute forcer 

•  Whois / host / Netblocks 

•  Bing IP reverse 

•  Web Application Finger Printing 



METHODOLOGY 

 
NOW LET’S PUT TOGETHER A GOOD METHODOLOGY 

FOR ALL THIS INFORMATION GATHERING 

 
•  1. FINDING SUBDOMAINS 
•  2. FINDING NETBLOCKS 
•  3. FINDING WEBSERVERS 
•  4. FIND ALL VHOSTED DOMAINS 
•  5. WEB APPLICATION FINGERPRINTING 
•  6. VULNERABILITY INFORMATION 



Finding Subdomains 

•   Google Dorks - site: | inurl: | filetype: | intext: | intitle: 

•  Use your dorks to find subdomains 
 
 
 
 
 
 
 
 

 



Finding Subdomains cont... 

•  Use a sub-domain brute forcer 
•  Code one in your scripting language of choice 
•  Acunetix has one built in 





FINDING NETBLOCKS 

•  HOST 

  
•  WHOIS 



FINDING WEBSERVERS 

•  NMAP 
•  Best option 

•  Acunetix  
•  Has a built in webserver finder 

•  WebInspect 
•  Has a built in webserver finder 

•  Write your own script to do it.. 
•  Very easy and free also 
 

This little guy is awesome 



nmap -p80,443 -PN -oG google.com 74.125.45.0/24 | 
grep nothingtoseehere ; cat google.com |grep open | 
awk '{print $2}' > iplist.txt 



FIND VIRTUAL HOSTED DOMAINS 

•  Currently, there are no commercial applications capable of 
doing this. 

•  There are a bunch of websites that do this.  
•  http://www.yougetsignal.com/tools/web-sites-on-web-server/ 
•  http://ip2web.web-max.ca/ 
•  http://bing.com  -- IP:74.125.45.17 

•  Bing is the way to go.  
•  Bing has a API for programmer interface 
•  http://www.bing.com/developers ßsignup for your api key 
•  I developed a python script to do this… 
•  sarries@hexsec.com email me if you want a copy 





DETERMINE THE WEB APPLICATION RUNNING 

•  WhatWeb by Andrew Horton 
•  Developed in Ruby 
•  Detects over 250 web applications 
•  Very active development 
•  First public tool of its type 
•  Carries out detection via simple regex detection 
•  Does md5 matching 
•  Does version detection 
•  Has the function to crawl a site for other web applications 
•  Can load a list vhosts J 

•  Very light impact. Nothing more then a request to the index 
page, is required to determine most web applications 





VULNERBILITY INFORMATION  

•  Now that we knows what’s out there, its time to find some 
vulnerabilities for those web applications 

•  http://cve.mitre.org/ 

•  http://www.exploit-db.com/ 

•  http://osvdb.org/ 

•  My favorite... Audit the application and find new 0day for 
yourself.  

J 
 





 
•  Thanks for attending. 

•  Questions? 


