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About Me

* Member of the Terremark’s Threat Intelligence Team, an offensive
intelligence division of Secure Information Services. The Team provides
clients around the world with rapid incident response, forensics, and other
critical security services including evaluating security posture through
vulnerability assessments and penetration testing. The team is also
tasked with staying up to date with the latest threats in the Information
Security world.

« With 12 years of experience in the securities/technology field, | have led,
as well as been a part of numerous consulting projects in the areas of
system, network, and web-based vulnerability assessment, security audits,
computer forensics, and secure computing design. | have also been
instrumental in locating and responsibly disclosing numerous harmful zero-
day vulnerabilities.
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What | am trying to convey.

e None of the concepts in this presentation are new..

e This is about designing an attack methodology that is
extremely efficient.

e This is a very common attack pattern used today by
blackhats to penetrate an organization.

 Methodology of a penetration test is just as important as the
tools used or the Oday in your arsenal.

©
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Why we need to know this....

* Most organizations today use some form of ‘known’ web
application. Whether its an open source or closed source

application.

« These applications are the gate keepers to the internal
network.

» Understanding how to find vulnerable web applications has
a couple side effects.

» Discovering a detailed inventory of what an organization has
exposed to the internet

» Aids in creating a comprehensive web application planning and
assessment methodology
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What type of organizations?

e Basically anyone with a large web presence.
e (Government organizations

e Universities / Colleges

e |SP / Datacenters / Hosting Providers

e This methodology was developed while performing pentests
and protecting customers at Terremark.

| like to call it protecting customers from themselves.
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TATICS

e GOOGLE DORKS!
o site:
o filetype:
e inurl:

e Sub-Domain Brute forcer

#
#
#
#

NetRange:
CIDR:
OriginAS:

e Whois / host / Netblocks V..

Parent:
NetType:

NameServer:
NameServer:
NameServer:

Bing IP reverse NameServer:

RegDate:
Updated:
Ref:

 Web Application Finger Printing

# The following results may also be obtained via:
# http://whois.arin.net/rest/nets;q=72.14.253.1047?showDetails=truet

72.14.192.0 - 72.14.255.255
72.14.192.0/18

GOOGLE
NET-72-14-192-0-1
NET-72-0-0-0-0
Direct Allocation
NS2.GOOGLE.COM
NS3.GOOGLE.COM
NS4.GOOGLE.COM
NS1.GOOGLE.COM
2004-11-10
2007-04-10
http://whois.arin.net/rest/net/NET-72-14-192-0-1
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METHODOLOGY

NOW LET'S PUT TOGETHER A GOOD METHODOLOGY
FOR ALL THIS INFORMATION GATHERING

1. FINDING SUBDOMAINS

2. FINDING NETBLOCKS

e 3. FINDING WEBSERVERS

« 4. FIND ALL VHOSTED DOMAINS

« 5. WEB APPLICATION FINGERPRINTING
6. VULNERABILITY INFORMATION
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Finding Subdomains
e Google Dorks - site: | inurl: | filetype: | intext: | intitle:

e Use your dorks to find subdomains

<
’ (JOL)gle site:google.com Search | TeMEONY -

About 56,200,000 results (0.13 seconds) Advanced search

*3 Everything Google AdWords - Online Advertising by Google

OR Advertise with Google AdWords ads in the Sponsored Links section next to search results to
boost website traffic and sales.

Y adwords.google.com/ - Cached - Similar

v More Google Finance: Stock market quotes, news, currency conversions & more
Get real-time stock quotes & charts, financial news, currency conversions, or track your
portfolio with Google Finance.

www.google.com/finance - Cached - Similar

¥/ Show search tools

iGoogle

iGoogle is your personalized Google page. Add news, photos, weather, and stuff from across
the web to your page.
www.google.com/ig - Cached - Similar

Google Site Search - A Google Search Engine for Your Website

Add a search engine to your website with Google Site Search. Improve conversions and visitor
retention with relevant search. Easy to install, optional ads ...

www.google.com/sitesearch/ - Cached - Similar

Knol - a unit of knowledge: share what you know, publish your ...

Apr 12, 2010 ... Knol makes it free and easy to create, collaborate on, and publish credible web
content. Put your name behind your content; write a knol.

knol.google.com/ - Cached - Similar

Done l/ U ‘: 5)4
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Finding Subdomains cont...

 Use a sub-domain brute forcer

e Code one in your scripting language of choice
e Acunetix has one built in

[ Acunetix Web Yulnerability Scanner (Enterprise Edition)

File Actions Tools

Configuration  Help

=10(x]

LJ Timeout (sec) |10 ﬁ & start

New Scan ‘ & 3 =R Pl | (| ‘ & ‘ > ‘ ib
‘Tools Explorer ‘1‘ Domain: |google.com ﬂ [Use DNS server from targetj |
[@] web vulnerability Scanner Domain | IP Address

&, web Scanner
=4~ Tools
(3 Site Crawler
o~ Target Finder
£, Subdomain Scanner
2 Blind SQL Injector
[E HTTP Editor
& HTTP Sniffer
HTTP Fuzzer
) Authentication Tester
] Compare Results
[=-{—7 Web Services
| Web Services Scanner
™ Web Services Editor
[=}-{— Configuration
= Settings
) Scanning Profiles
[=-{— General
@ Program Updates
11.0] Yersion Information
&P Licensing
éj Support Center
&) Purchase
Jﬁ User Manual {html)
é] User Manual (pdf)
& AcuSensor

| Web Server Banner [HTTP)

ns1.google.com
ns.google.com
ns2.google.com
ns3.google.com
hedns1.google.com
ns4.google.com
216-239-44-10.google.com
216-239-44-100.google.com
216-239-44-101.google.com
216-239-44-102.google.com
|

216.239.32.10 9
216.239.32.11

216.239.34.10
216.239.36.10
216.239.36.11
216.239.38.10
216.239.44.10
216.239.44.100
216.239.44.101
216.239.44.102

[ HrTR | &) HTTPS

Response Headers | Response Data  VYiew Page

Header Name [ Header Value

Resolved domain www2.google.com to 64.233.179.104
Resolved domain ns1.google.com to 216.239.32.10
Resolved domain ns2.google.com to 216.239.34.10
Resolved domain ns4.google.com to 216.239.38.10
Finished

«| | 1|
| Activity Window |
Resolved domain www.google.com to 74,125.157.102 ;I

" Application Log [Error Log

Ready

|
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[+] Bruting: google.com
[+] Threads: 20

[+] Words Loaded: 1906
=> Domains: 82 | Finished/Total: 1906/1906 | Complete 100%

[+] Sub-Domains Found

72.14.204.147 : academico.google.com
72.14.204.112 : ads.google.com
72.14.204.102 : alerts.google.com
72.14.204.147 : ap.google.com
72.14.204.102 : apps.google.com
66.249.89.104 : asia.google.com
72.14.204.191 : blog.google.com
72.14.204.102 : calendar.google.com
72.14.204.102 : catalog.google.com
72.14.204.101 : code.google.com
72.14.204.102 : d.google.com
72.14.204.102 : dir.google.com
72.14.204.102 : directory.google.com
72.14.204.102 : docs.google.com
72.14.204.147 : download.google.com
72.14.204.147 : downloads.google.com
72.14.204.102 : earth.google.com
72.14.204.102 : email.google.com
72.14.204.102 : europe.google.com
74.125.54.213 : feeds.google.com
72.14.204.147 : gd.google.com
74.125.227.46 : gg.google.com
72.14.204.102 : gmail.google.com
72.14.204.100 : group.google.com
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FINDING NETBLOCKS

x@demonico:~$ host www.google.com
o HOST www.google.com is an alias for www.l.google.com.

www. l.google.com has address 74.125.45.106

www. l.google.com has address 74.125.45.147

www. l.google.com has address 74.125.45.99

www. l.google.com has address 74.125.45.103

www. l.google.com has address 74.125.45.104

www. l.google.com has address 74.125.45.105
x@demonico:~$ ||

@demonico:~$ whois 74.125.45.99

X(

#

# Query terms are ambiguous. The query is assumed to be:
([ ] WHOIS # "n 74.125.45.99"

#

#

3

Use "?" to get help.

#

# The following results may also be obtained via:

# http://whois.arin.net/rest/nets;q=74.125.45.99?showDetails=true&showARIN=false
#

NetRange: 74.125.0.0 - 74.125.255.255

CIDR: 74.125.0.0/16

OriginAS:

NetName: GOOGLE

NetHandle: NET-74-125-0-0-1

Parent: NET-74-0-0-0-0

NetType: Direct Allocation

NameServer: NS2.GOOGLE.COM

NameServer: NS3.GOOGLE.COM

NameServer: NS4.GOOGLE.COM

NameServer: NS1.GOOGLE.COM

RegDate: 2007-03-13

Updated: 2007-85-22

Ref: http://whois.arin.net/rest/net/NET-74-125-0-0-1
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FINDING WEBSERVERS

« NMAP

e Best option

 Acunetix
e Has a built in webserver finder

 Weblnspect

e Has a built in webserver finder

: ) ) This little guy is awesome
e Write your own script to do it..

e Very easy and free also
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nmap -p80,443 -PN -0G google.com 74.125.45.0/24 |
grep nothingtoseehere ; cat google.com |grep open |

awk {print $2}' > iplist.txt

x@demonico:~$ nmap

Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:
Host:

74.
74.
74.
74.
74.
74.
74.
74.
74.
74.

74

74.

74

74.
74.
74.
74.
74.
74.
74.
74.
74.
74.
74.
74.

125.
125.
125.
125.
125.
125.
125.
125.
125.
125.
.125.
125.
.125.
125.
125.
125.
125.
125.
125.
125.
125.
125.
125.
125.
125.

45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.
45.

17
18
19
24
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

-p80,443 —-PN -0G

(yx-in-f17.
(yx-in-f18.
(yx-in-f19.
(yx-in-f24.
(yx-in-f32.
(yx-in-f33.
(yx-in-f34.
(yx-in-f35.
(yx-in-f36.
(yx-in-f37.
(yx-in-f38.
(yx-in-f39.
(yx-in-f40.
(yx-in-f41.
(yx-in-f42.
(yx-in-f43.
(yx-in-f44.
(yx-in-f45.
(yx-in-f46.
(yx-in-f47.
(yx-in-f48.
(yx-in-f49.
(yx-in-f50.
(yx-in-f51.
(yx-in-f52.

lel0®

1e100

1e100

lel00

lel00

lel0®

google.com 74.125.45.0/24 | grep nothingtoseehere ; cat google.com |grep open
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:
Ports:

.net)
lel00.
.net)
lel00.
.net)
lel00.
.net)
lel00.

net)
net)
net)

net)

.net)
1lel00.
lel00.
1el00.
lel00.
1el00.
1lel00.
1el00.
1lel00.
lel00.
1el00.
lel00.
1el00.
1lel00.
1lel00.

net)
net)
net)
net)
net)
net)
net)
net)
net)
net)
net)
net)
net)
net)

.net)
1el00.

net)

80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//https//,
80/open/tcp//http///,
80/open/tcp//https//,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,
80/open/tcp//http///,

443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//hitps///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//hitps///
443/open/tcp//https///
443/open/tcp//hitps///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//hitps///
443/open/tcp//https///
443/open/tcp//hitps///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
443/open/tcp//https///
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FIND VIRTUAL HOSTED DOMAINS

e Currently, there are no commercial applications capable of
doing this.
 There are a bunch of websites that do this.
e http://www.yougetsignal.com/tools/web-sites-on-web-server/

e http://ip2web.web-max.ca/
e http://bing.com --1P:74.125.45.17

* Bing is the way to go.
e Bing has a API for programmer interface
e hitp://www.bing.com/developers €<signup for your api key
* | developed a python script to do this...
e sarries@hexsec.com email me if you want a copy

wo terremark’




x@demonico:~$ ./ip2vhost.py iplist.txt
## ip2vhost through bing ##
## Sean Arries #E
BARRERRRAR AR R ERR B AR ERR AR

[+] finding vhosts for 111 IP's
{*} please wait...
[+] 1647 found!

0-00.go00glecode. com
1.bp.blogspot.com
1@Partisindonsia.blogspot.com
10khours.appspot.com
16.gmodules.com
2.bp.blogspot.com
3.bp.blogspot.com
31stentourage-nvk.appspot.com
3ceam.googlecode.com
3g-nokia.blogspot.com
4.bp.blogspot.com
6-4-2.blogspot.com
69sixty-nine.blogspot.com
74.125.45.100

74.125.45.101

74.125.45.102

74.125.45.105

74.125.45.113

74.125.45.147

74.125.45.99
9tm49u91btpu7le36r63p2sj07eqivSp.spreadsheets.gmodules. com
aatif.jaiku.com
addictionandrecoverynews.blogspot.com
adewale.jaiku.com
adirob.blogspot.com
adriansjournal.blogspot.com
adsense.google.com
adult-future.blogspot.com
adwords.google.co.uk
adwords.google.com
adwords.google.com.tr
adwords.google.de
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DETERMINE THE WEB APPLICATION RUNNING

 WhatWeb by Andrew Horton
e Developed in Ruby
e Detects over 250 web applications
e Very active development
e First public tool of its type
« Carries out detection via simple regex detection
e Does md5 matching
e Does version detection
e Has the function to crawl a site for other web applications
e Canload a list vhosts ©

* Very light impact. Nothing more then a request to the index
page, is required to determine most web applications
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$ ./whatweb -i vhosts.txt

[302] Title[362 Moved], RedirectLocation[http://www.google.com/talk/], MDS[b31 4b72e5248b457289445b6e00],, Tag-Has h[nb
[381] HTTPServer[Apoche], Title[301 Moved Permanently], RedlrectLooutlm[http //code .google .com/p/t13n], MD5[EbeT e
[381] HTTPServer[Apache], Title[301 Move l¥], RedirectLocation[http://code.google. cui/p/syntaxhl

[361] HﬂPServer[.ﬁpod\e] Title[361 Move l¥], RedirectLocation[http://code.google.com/p/swfobject], MDS[4}
[268] Title[Tat N ! rui M iles], HTMG, HTTPServer[Google Frontend], JQuery, Header-Hash[7254
d6521b7ebbb331060le8e1634c3ches ]
361] HTTPServer [codesite], UncomsonHeaders|x-content-type-options,x-xss-protection], Title[ M ], RedirectLocat
ash [d3eb3e30e27echbbb263f nBebtech392 ]
[266] UncomsonHeaders|x-content-type-options,x-xss-protection], Google-Analytics[urchin][633524], HTTPServer[GSE],
84], Tag-Hash[2f2734e7863decefbd2f 70c66817f58e], Header-Hash[138d3e543aafc78289511a6cf fedabef ], Footer-Hash [bBdd321632ecleBe?1ch8537d7acd359]
[268] AtosFeed[http://ww.blogger .com/favicon.ico], Blogger, UncomsonHeoadersx-content-type-options,x-xss—pro
RSSFeed[http://www .blogger .com/favicon.ico], OpenID, probably WordPress, Tag-Hash[d9ce?511a7b%b47632c3e509f fE63e4], Header-Hash[4aa795f865676cC6f
[362] HTTPServer[sffe], UncomsonHeoders|x-content-type-options,x-xss-protection], Title[ Moved], RedirectlLocation[http://
ddaf9e36fe611d26]
[362] HTTPServer[sffe], UncommonHeoders|x-content-type-options,x-xss-protection], Title[302 If ], RedirectlLocati
1135d6dede9ddaf 9e36f e611d26 ]
[361] HTTPServer[GSE], UncomsonHeoders|x-content-type-options,x-frame-options,x-xss-protection], Title[!
er-Hash [6f e1l278d666d387h70f 1985ab9%cf 35f5]
[268] AtomFeed[http://ww.blogger .com/favicon.ico], Blogger, Title[! mb L | : 1
ader-Hash [bbf 8926772685de2b2614bb45b28a168], Tag-Hash [B729c24f213729%5bae376afb96b14f5], Footer-Has h[LITf'-‘dr-'l"S'?.f_Ll"-F-I'llr‘:J Lu:E:E-tn'."aE-dbdia] MD5 [d374f 6
[2668] AtosFeed[http://www.blogger .com/favicon.ico], Blogger, Title[
protection], Header-Hash[bcE9d5861612bfa7afed711fbddcad31], Tag-Hash[3ch3fe?el87bcb7aeeb651c9fb8f3536], Footer-Hash ’iF\?'*}*’rI_ETLlﬂfl'ﬂn vl'lT':'ﬂl,LlH"I'L
[2668] AdobeFlash, AtosFeed[http://www.blogger.com/favicon.ico], Blogger, Tltle[ !
teégmail .com], UncomsonHeoders[x-content-type-options,x—xss-protection], Header-Hash[78e4a95949cdd! 54e], Tag—Has:}‘|[+
[268] AtosFeed[http://www.blogger .com/favicon.ico], Blogger, Cookiw[blogger_TID], Title[Fu
s[x-content-type-options,x-xss-protection], MD5[cf9296a91a95b6a5f141921283677fae], Tag-Hash[bfec7d230bc58a7f fE32b%datcdanb3],
[260] AtosFeed[http://www.blogger.com/favicon.ico], Blogger, Title[ 1l N '
ss—protection], Header-Hash [36d271a63c70a54850265695795499e8], Tag-Hash [Ab7942e26%ehaddl1552eb2bbeec34bB], Footer-Hash [ecf4laf2adeTebe
[266] Adobeflash, UncomsonHeoders|x-content-type-options,x-xss-protection], HTTPServer[GSE], Title[Su:
ger], MD5[9b4bbeSclcdcad?efabcbnb3336e4462], Tag-Hash[743a8daedbf4dlf2134869658b444758b], Header-Hash[935b8%aeatl4aalbdelaa?4ad457elfc?], Footer-Hash
[268] AdobeF lash, AtosFeed[http://www.blogger.com/favicon.ico], Blogger, probably WordPress, HTTPServer[GSE]
OpenID, PoweredBy[Bannerfans.com™], Hailto[dalibor.kosaromi@geail .com], Tag-Hash[lcc6fB8468cf19f67cE7e7168be24dadd], HD':[n_n_v_-r: yaad4bSaf 11 7c527
[260] AtosFeed[http://www.blogger.com/favicon.ico], Blogger, Title[ ' lege : 15
er-Hash [fd3cdBddc6be23581f dd175196dad4e2], Tag-Has [’|[|11'-J'.1¢1_E-E1C-'§J':‘1 79087738 '14.{Ef:-Lllr-'l'ihl ], Footer-Hash[fe9c44a7d712e487b53e335c53 s MD5[956524caf!
[268] Cookies[PREF], Title[t! P1 : ], HTTPServer[codesite], Hmlto[trmsliteratlon— p
b9aae], Tag-Hash[32b58da%52df 94426f4941c9d98d774c], Footer-Hash[16f55a21adebd4db41fds -d"l‘!/ﬂl‘i"ﬁi-}ﬂ] MDE [61a08b25a823fb7773f cdf 4d53fB6d48 ]
[464] Title[+84 N ], HTTPServer[orkut_static_fe], MD5[fc7aa%1bb4ab99b%ad574c4c339¢c40b5], Header-Hash[66fcaf4291ea?
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VULNERSBILITY INFORMATION

 Now that we knows what’s out there, its time to find some
vulnerabilities for those web applications

e http://cve.mitre.org/

e http://www.exploit-db.com/

o http://osvdb.org/

e My favorite... Audit the application and find new Oday for
yourself.

©
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COMPATIBLE PRODUCTS NEWS — OCTOBER 11, 2010

Search Results

|There are 192 CVE entries or candidates that match your search.

CVE-2010-2924

Name

-2010-

-2010
-2010

-2009

-2009
-2009
-2009

-2009

-2009

-2009-

-2009-

1186

-0682
-0673

-4748

-4672
-4424
-4170

-4169

-4168

3891

3890

Description

SQL injection vulnerability in myLDlinker.php in the myLinksDump Plugin 1.2 for WordPress allows remote attackers to execute arbitrary SQL comma
these details are obtained from third party information.

Cross-site scripting (XSS) vulnerability in xml/media-rss.php in the NextGEN Gallery plugin before 1.5.2 for WordPress allows remote attackers to injec
parameter.

WordPress 2.9 before 2.9.2 allows remote authenticated users to read trash posts from other authors via a direct request with a modified p paramete

SQL injection vulnerability in cplphoto.php in the Copperleaf Photolog plugin 0.16, and possibly earlier, for WordPress allows remote attackers to execu
parameter.

SQL injection vulnerability in mycategoryorder.php in the My Category Order plugin 2.8 and earlier for WordPress allows remote attackers to execute :
parameter in an act_OrderCategories action to wp-admin/post-new.php.

Directory traversal vulnerability in main.php in the WP-Lytebox plugin 1.3 for WordPress allows remote attackers to include and execute arbitrary loca
SQL injection vulnerability in results.php in the Pyrmont plugin 2 for WordPress allows remote attackers to execute arbitrary SQL commands via the it

WP-Cumulus Plug-in 1.20 for WordPress, and possibly other versions, allows remote attackers to obtain sensitive information via a crafted request to
parameters, which reveals the installation path in an error message.

Cross-site scripting (XSS) vulnerability in wp-cumulus.php in the WP-Cumulus Plug-in before 1.22 for WordPress allows remote attackers to inject arbi
vectors.

Cross-site scripting (XSS) vulnerability in Roy Tanck tagcloud.swf, as used in the WP-Cumulus plugin before 1.23 for WordPress and the Joomulus mot
attackers to inject arbitrary web script or HTML via the tagcloud parameter in a tags action. Cross-site scripting (XSS) vulnerability in tagcloud.swf in t
WordPress allows remote attackers to inject arbitrary web script or HTML via the tagcloud parameter.

Cross-site scripting (XSS) vulnerability in wp-admin/press-this.php in WordPress before 2.8.6 allows remote authenticated users to inject arbitrary wel
selection variable).

Unrestricted file upload vulnerability in the wp_check_filetype function in wp-includes/functions.php in WordPress before 2.8.6, when a certain configu
Apache HTTP Server is enabled, allows remote authenticated users to execute arbitrary code by posting an attachment with a multiple-extension filen
a direct request to a wp-content/uploads/ pathname, as demonstrated by a .php.jpg filename.
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e Thanks for attending.
e Questions?
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