Penetration Testing in a Virtualized Environment
Tim Pierson
President, D&#atry.com

PROTECTING YOUR X"X™ ASSETS
"You Need to plug all the holes, the Hacker needs to find just one.
Should’'nt you know Exactly- WHERE THEY ARE?

”Aft?l’ taking VMware's® Install and Configure and the DSA class, | thought I knew how to secure
our VI rtuaI environment. | realized after this class how vuInerabIe our infrastructure is.”

- Alex W, Sr. Network Administrator




Who Is this Guy?

Tim Pierson AS, BS, MS

Professiom@énTestdnstructor and Consultant for over 26 years.

- | Avery Intrigued
EcCouncd Instructor of the year recipient 2009 from a large pool of nomingEEiRiCAYTE]
Environment.

Contributing author to the book
VMware vSphereE and Virtual | nfr as
Environment
ISBNLO: 0137158009 Pearson Publishing




My work Environment
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Shameless Plug

ASeems to be most Popular in E

A Available throughout the training industry and online.

urope.

AGet more info at: www.esgatry.com

covered: VMware®
| 5 Day, Hands-On Bootcamp

" “After taking VMware’s® Install and Configure and the DSA

class, | thought | knew how to secure our virtual environ-
ment. [realized after this class how vulnerable our
infrastructureis.” - Alex W, Sr. Network Administrator
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Prepare to Defend Yourself! i s Chamel, o cines

will show how an attacker can redi-

Virtualization technologies are Fect, tian copy o even change infor-

not secure “out of the box”

mation before it arrives at the desti-
nation!
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What Could Possibly Go Wrong?

- When a Glaring Vulnerability Is provided or
shown!

-1 will stand

-And Now Si nce we ar




. Provide a more secure environment?

Why Do we do a pen test in the first

- Make sure that our workers are protected?
. Make sure our customers are protected?

- wi | ask my good friend
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FORCED TO DO \

- Compliance!!!




Actual Event
Times Square New York City




How Vulnerable is ESX?

Now into itstGeneration Finding its roots

from *NIX (UNIX) architecture.

It is still just another layer to attack!

VMsafe? Really? Just as the name jmplies?

J

Common Management Errors.

.

ARP/DNS Cache Poisoning

Web Interface
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The eleghant INn the roc

Will we
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Escaping the VM

Yes it can be done

Yes it is due to an exploit

Yes it can be patched

Yes it will happen again

No, it is not something you can easi}/ audit

Wedre going to |jattack

infrastructure

\Y
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New World Same Problems

Social Engineering

AWidely utilized in today's hacks.

Exploits

Awww.progenic.com

Chained Exploits

ATodayd6s hacks empl oy
accomplish the goal.

a

C

o

N

nb




Chained Exploit Example
130 Million Credit Cards Stoler® Gonzalez

Indictment

A SQL Injection Attacks
A SQL Injection Strings
A Malware

A Root kits

A Visiting the stores

A Disabling the logs

A Using Proxies

Little Known Fact:

Occurred on aVirt@Mthf!




Explolrlting Potent.

Insecurities Left in by Default.

Default Weaknesses

Manufacturers often daffaultwhat will cause them the least a |

of Tech Support Calls. Not necessarily what is the most Sec




Are you ready for a Pen Test?

| canot tell vyou
how many times
| was asked to How you
delay a pen test empowered
because the What is your your people to
client was not current do the correct
READY??? posture? things?
What is that? How secure are
When was the you?
last time a

hacker asked if

you were ready
before he

attacked you?
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Breaking virtualization mean-
- Virtual Physical Access

é hackiniipe underlying layer

éaccesslocaly systle

ébypassi ng cantralse s s

é h i tmultiple gargetsat once
96% of the Fortune 1000 *

Small number of different solutions deplaye

* http://www.vmware.com/company/customers/




VMwar e E S8Spherda n d

VMware has Boiled down its
Network Security
in both VI3 am$pherteproduct
line to three
Check Boxes

") vSwritchO Pro perties

General  Secunty | Traffic Shapingl MIC Teamingl

— Policy Exceptions

Fromiscuous Mode: IHeiect

AL Addrezs Changes: I,ﬁ,ccepl

KN [KNEN

Forged Trarsmits: I,ﬁ.ccepl

None of theefaultsill foil what |
am about to show you.

vSpherkas add¥dsafandvShieldones and v2 which significantly
tightens security, if implemented correctly, as well ¥taRsvate

roles and permissions around Networking with its 4.x version




Typical OSSTMM Methodology

Information Gathering

Scanning

Enumeration

Penetration




Scanning for ESX

Just like any other service, ESX has its own

NMAPOS will give you what you need, mostly.

Scan  Tools  Profle  Help

Target: |172.16.4.68 W | Profile: | Whware W |Sn:ar||

Command: | nmap -s5 -s¥ -p 1-1024 -T4 -0 -& v -PE -P522,25,80 -PAZ1,23,80, 3389 172,16.4.65

[ Hosts ” SErvices | |Nma|:| Output| Paorts [ Hosts | Topalogy || Hast Details" SI:ans|
05 4 Host q 4 Port 4 Protocol 4 State 4 Service 4 Version
M 172.16.4.68 8 2 kep open  ssh Open3sH 3.6, 1p2 (prokocal 2,00

0 & tep open http
® 47 p closed  svrloc
0 443 tep open  http YMware ESx Server httpd
O ' OpEn  wmeware-auth YMware Authentication Daemaon 1,10 (Uses YHNC, SOAP)
0 93 ke OpEn  wmeware-auth YMware Authentication Daemaon 1,10 (Uses YHNC, SOAP)




How about Getting a Hand for the
Search? Usingshodan

# SHODAN

» Top countries matching your search,~~ United States

United Kingdom 7
Hetherlands 7

German

203.170.84.28 HTTP-1.8 288 0K

Content-Tupe: tedt<html

Last-Modif ied: Fri, 1% Feb 28168 64:53:45 GHT
Fccept-Ranges: bytes

ETag: "dededf331ifblcalig™

esx-1.p3x.net

Server: Microsoft-IIS<7.@
A-Powered-By: RSP.MET
Date: Fri, @9 Apr 20818 14:17:18 GHMT

Content-Lenath: 1634

67.108.86.76 ffs TTTE1.6 281 Moved Permanent Ly Are you Listing your
! Date: Mon, § Apr 2018 16:39:49 GMT ESX onthe Internet?
Locat ion: https: - -&67.188. 86,76~

esx-0001 t-z-w.net Connection: close

Content-Length: @

77.78.127.27 HTTF-1.8 261 Mowed Permanent ly
Linux recent 2.4 Date: Mon, S Apr 2818 18:56:47 GHT
Location: https: /- 7F7F.78. 127. 27
esx-atlanta.morosystems.cz Connection: close
Content-Tupe: text<html

Content-Length: 56



http://212.20.164.148/

Shodan

/@ HP Integrated Lights-Out 2 Login - Windows Internet Explorer

File Edit View Favorites Tools Help

% Al Google

! & HP Integrated Lights-Out 2 Login [

5% (@ Suggested Sites v | Get More Add-ons v

X Cogle lzl-'l Search*{'» c“\) v .tjpier...v \ X %Conver’c v @Select \ % (& Snagit E (=) ‘ X DEdit v @Postto Blog
x P~
5. Favorites :

What about your LiLo or Drac Is it % RE L Page s Seiely Soob

ProLiant Onboarg
Powered by Integrated

Listed?

esx-core-001.selectcom.net.au Connection: close

Content-Type: textshtml

HP LiLo

Content-L

Lo 49722

HTTP-1.8 288 Ok
tentshtml
38 Oct 1998 14:19:41 GMT

Content-Type:

Expires: Fri,

Connection: close

ilo-esx-1.backupsonline.nl
Transfer-Encoding: chunked

Login name: |

Password:



http://212.79.241.251/

Shodan

Dell Remote Access Controller 4/P

Support | Help | About

L

Log In

Type in Username and Password, and then click Ok,

Username

Password

D ¢

|

Done



http://80.84.60.2/

[+" Y¥Mware Infrastructure Client

» VIC Client

VMware Infrastructure Client Login

To directly manage a single host, enter the IP address ar host name.
To manage multiple hosts, enter the IP address or name of a
YirkualCenter Server,

IP address | Mame: 192 168,23, 106 j
User name: Ir':":'t

————————————
Passwiord: kbbb kb ok

Login Close Help




DECISION TIME!

Better Not We
don't know who
thisis

Go Ahead Click it

security Warning

ertificate War

&n unkrusted 55 Click Here ed on "192.168.2, 129" and secure
Communication o d, Depending on wour security policy, this
issue might nok re concern, You may need to inskall a trusted
er to prevent this warning from appeating.
Or Worse,

Check this first

J165.2,129" was issued Far
runication wikh "192,168.2, 129" cannot be
lified dormain narme on the certificate

Ignore Zancel

Do not display any security warnings For “192, 168,2, 129",




-

DEMO

Stcaling the Host Passyword

Ele View WM
" npeneike

9—' Flo Yew Configure Tooks Heb
e SR EHBE +y R LUNEE0%E O ¢ i
fo G Fams yow tb < ng_n_mm T et [ it [ Groder [ @ Toocmoze |8 o [ wiesews [ oy |
] = =l R Certhicats fle |sRserver  [Pot | Hestname
Client Machine = [%z:
172.16.1.41 = ==
. - L. e gmm;
/- APRAS (D)
g\‘g: APRALDAPS (0)
Target Host 2
]
Securky
Im-cm| -
E!ARI*MIRW [& ver |
ktp: [ fowww, 0odd &

4 Java Update Avadable x

Anaw vorsion of Java i teady to be nstaled.
Chck here to cootiue.

Bt | 8 B @ | @ 17216960 vippero .| @0mtacters8onests... [ ntiled -Notepod | RGTI9EEA

/




Human Habits

Sometimes referred to as Social Engi

Sometimes the MFG has TAUGHT usg
it this way!!!

Because of siI mp

Once a procedure is taught in a spec

it is very difficult to tJeach someone




Can This be fixed??

If you have
Trained your
people to click

My argument is
NO It can never

the ignore button be fixed now.

for some period
of time

A Let me explain.

Security Warning

— Certificate War

Click Here ed on "192,168.2.129" and secure

d. Depending on your security policy, this
concern, You may need to install a trusted
er to prevent this warning from appearing.

An untrusted 55|
communication c.

Or Worse,

i (168,2,129" was issued for
Check this first murication with "192.168.2,129" cannot be

lified domain name on the certificate

Ignore | Cancel I

o ot display any security warnings for "192,168.2,129",
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Password Reveal ed2é

=k

0ap_session="52a04831-b95d-f1df-d83b-ec68d35f442b"
Length: 415

—side-data]<?xml version="
I="utf-8"7?><soap:Envelope
ap="http://schemas.xmlsodp.org/soap
i="http: //www w3.org/29001/XMLSchema-ins
d="http://www.w3.0rg/2001/xMLSchema” ><soapxBody><Log
="urn:internalvim2y/><_this
'ssionManager''>ha-gessionmgr</_thi s><M> root</u
<password>vmtraining</password><locale>en_uUs</locale
1></soap:Body></soap:Envelope>00[Server-side-data]C

. 200 oK




Dm0 —

Fln ES Yo Inwentary Admmsmraion Fugne  Heb

IE30E -

| Iwerbory | Schedued Tasks

&
2

5 1P-Atacker40

<

57
/p/ Days Remaning a

First Lets Set the Stage:

The Virtual Center has 2 hosts;
17216439 & 172.16 4 40
VCitselfis 172.16.3.39
We will Posion between the VC 3.39
and 4 40 then kill off 4 40, VWait for it
to come back online then hopefully
capture the password VC uses to

authenticate it.

close tab 1

an K Datacenter

VirtuslCemaor

B £SX Information - Notepad

Basic Tasks Flo Edt Format View Heb
ESX HOSt 39 _._]
§f Add ahost 172.16.4.39

ESX MOST 40
172.16.4.40 |

2 Create a cluster

@ Create atolder

b

FlTatks @ Alwm |




Remote Data Storage

e

Operating System
(iSCSI Initiator)

Local
: \ J

ok
Basc {C)
3.00GB 3.00 GE NTFS
EDisk 1 '
Basc New Yolume (E:)
1012 MB 1012 ME NTFS
Onine | Healthy

A

Network

iSCSI Device
(iSCSI Target)

LUN 1
LUN 2

ISCSI protocold

How it is virtually
impossible to secure if
you have access to the
net work it wu
the tools shipped from
VMware.




DEMO

Slcaling Information {rom 1SCSI

2
’ [@ vmware’ VI-Client @ vmware

ESX2-It 192.168.1.162 Ediiin
2 68 11 192.168.1.115
192.168.1.103 192.168.1.104 -

Win2k3 Windows 2000 Disk1 192.168.1.108

Virtual Center Remote iSCSI
192.168.1.226 192.168.1.105 u
, 0 Vo |




Tools, ToolsTools

A Plumber has a spanner
Wrench

A Mechanic has water pump
pliers

A Carpenter has a Shingle
Hammer

Where are the Virtualization
Pel e s tSeecific dowIs?
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But What about Specific Tools?

The Virtualization Pen Teztte
Needs his specialized tools t

He is dealing with a Speciali
Enviroment.

Why Shouldn't he have his o
special tools?




Pooling Ouskillset




The irtualizatiori sessmert olkit

|l t 1 s an Metaspldit fmcusing pnavictualzatibn@md cloud
security.

Announcing Beta 6Available from Download Link at end of presents;
after validation.

Credits to Claudio Cristione for the majority of the work, Tim Pierso |
Host Attack and VIC attack Modules and Luca Carettoni, Paolo Ca
drklwi for helping with the Metasploit modules!




VASTO Areasto focus our Attacks

Manageme Support
- —







Recon

Locab are you
In aVM?

Remot®

Virtualization?

Helpful to
di scover

virtualization
Installations

Easy Check
MAC address,
processes

Fingerprinting
network
services

Not so easy
Hardware
access




/
vmware_version

Module leverages
Handy SOAP Al Works on mostll standard Metasplc

VMware scanner features

products (e.g. IP range
scanning)

<RetrieveServiceContent
xmlns= "urn:internalvim25>
<_this
typea "Servicelnstahte

Servicelnstanceg

</_this>
</RetrieveServiceContent>







In the beginning was the command line

We used to have binary clients

Then everyone moved to web applications

Now, back to binary clients, like XEN Center, or VM
client

Can we exploit these cl




VI Client Auto Update feature

Client Server
| |
1 1
GET /client/clients.xmi
™
1 | Autoupdate URL
RetrieveServicelnstance
I
E Servicelnstance
i
RetrieveServiceStatus
™
3 Status
o
GET /client/clients.xmil
q_ >
l, Autoupdate LRL
Login




<ConfigRoot>
<clientConnection id="0000">
<authdPort>902</authdPort>

<version>3</version>

<apiVersion>3.1.0</apiVersion>

</clientConnection>

</ConfigRoot>




/
vmware_vilurker

The Vllurker module can perfor
userassisted code execution pro
you can do MITM on a client.

Almost no one is using truste

certificates.

No code signing on updates, but
gets a certificate warning.







~SchmooCon2010 ™
VULNERABILITY (WCPGW?)

Web Server Running
Root!!!!

Lf’ rootimesH 59~

[rootlezx53 ~]1# lsof -i 80,443

COMMARND FID TZEER FD TYFPE DEVICE ZIZE NODE MNAME

vinware-ho 2404 root 11u TIPw4 9753 TCE *:https (LISZTEN)
vinware-ho 2404 root 1Z2u TIPw4g 9756 TCPE *:http [(LISTEN)




vmware guest stealer

CVE20093/33

This path traversal was discovered by Flick and
and presented last year.

Exploit was released as a perl script and it has be

to VASTO.
i

It can be used to retrieve any file as the root user,
nonrrunning guests. Works on outdated ESX, ESXI







Attacking Support Component's

| love the Irony of it!

Must have the Host Update Feature Runr}

Responsible for deploying security patch®
remote ESX, ESXIi Servers.

It runs an outdated version of Jetty and
vulnerable to Path Traversal (again)
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Introducing vpxdprofiler-*

odebugo file written DbY

I nf or ma t-hamwgimg fiuits $or ndve MoreL

/SessionStats/SessionPool/Session/Id='062@723B9CB680O
FB72656 A1DCB' / Us eFakelUsenSeapIessibndd>'aDdaB1 16
63F24421BBFEFE1603E543F4'/Count/total 1




/

So where do | write the SOAP ID?

vmware

VMware vSphere”

 (lient

To directly manage a single host, enter the IP address or host name.

To manage multiple hosts, enter the IP address or name of a

vCenter Server.

IP address / Name: |172. 16.73.1:9999

=

User name: l|

Password: l

™ Use Windows session credentials

Login

Close

\




4 ™
vmware session rider

Using the session is complg
client has tight timeouts.

Does not write log informati
immediatatly

A approx every 5 minutes

The module acts as a prox
access vCenter using the s
session.

A The Proxy is what we actually login to in order to
grab the session.

A Can be easily tweaked to act as a password gral

Will fake the ogin (0 (e ClicupI Iyt

The last exploits combineg

vmware_autopwn







e
Fresh fromBlack Hat!

You all know Tomcat.

VMware knows too.

Administration was disabled in version 4.0.

Not in version 4.1: VMwareAdmin is your frien

d!

In all my tests (3), passwords were 4 uppercase, 1
lowercase (starting lowercase)

nu
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vmware webaccess portscan

CVE20160686

OURL Forwardi n®
POST requests on remote ho

Can be used to explehdRed
trusts and reach internal netwq

Not just portscan!




Management is not just interfac

vCenter connects to ESX server via SSL [SOAP]

Certificates are usually not trusted, but stored.

MITM viaConnection Broken

On reconnection, the vCenter will check for the certifis

Spoof the CN ahdimin getssual warning

Admin agrees apassword sniffed

-




/
Once again

Do MITM between ESX and vCenter

Take the ESX offline.
Walit for reconnection by admin.

Spoof ESXO0Os certifi ca

Admin gets a warning, you get his password.




-

| f everything

e




/

vmware_login

If nothing works, you can always brutetf

Will do standard metasploit bruteforci

No lockout on standard accounts (un
joined on AD) means a lot of bruteforci




4 ™
Wh a tO0 teeHoriziorf?

MUltipl_e [OIoZ18 Awill eventually include these as modules
EscalationOfPr &zl
INn Virtual ADiscovered by great researchers

VEG e ALow level attacks, close to the CPU or O

What else?
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What 0s di fferent ?

MUltipl_e [OIoZ18 Awill eventually include these as modules
EscalationOfPr &zl
INn Virtual ADiscovered by great researchers

VEG e ALow level attacks, close to the CPU or O

What else?




/
vmware sfcb exec

Requires authentication
ORcan be exploited
locally without any
CVE20102667 authentication.

A vulnerability in
Virtual Appliance
Management
Infrastructure resulting
In code exec as root







Other Problems

Generic TLS renegotiation prefix injection
vulnerability




