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Cyber Incidents are Increasing in Frequency, Scale,
and Sophistication

From Times Online

August 11, 2008
yeorgia accuses Russia of waging 'cyber-
war'

Several Georgian state websites have been affected by Russian hackers, though
the extent of the attacks remains unclear

Jonathan Richards

.« |Hackers Update Conficker Worm,

Government 7 e
Evade Countermeasures
computers
d tt k Gregg Keizer, Computerworld
unaer attac T pRorEssioNaLs Tuesday, March 10, 2009 7:17 AM PDT
Greg MastersFebruary 17, 2009 Computers infected with the Conficker worm are being updated with a new
Records show that Cytmmn.-ml e an fadaeal variant that cidectancs an induistry effart ta sever the link hetween the worm and
' S TF Friday.
computer networks in¢ T J X theft tops 45.6 million card numbers i

year, and that figure ig

on the reported attack Robert Lemos, SecurityFocus 2007-03-30

Based on data providg ) . __
CERT, unauthorized 4 More than three months after detecting a breach of its systems, retail giant TIX

computers and installd Companies released this week its best guess at the number of customers whose
programs rose from a| credit-card information and other data were stolen by online thieves.
incidents in 2007 to 5,

Information from at least 45.6 million credit cards had been stolen by unknown
attackers who had breached the company's computer transaction processing
systems between July 2005 and mid-January 2007, TJX stated in its annual report
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http://www.scmagazineus.com/

Cyber Infrastructure:
Critical to National and Economic Security

Cyber Infrastructure represents the convergence of information
technology and communications systems, is inherent to nearly every
aspect of modern life
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Interdependencies Between Physical and Cyber
Infrastructures -- Need for secure software applications
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Latest Survey Results:

Who Will Have the Most Impact
on Shaping Information Security o 0.0
Over the Next Decade? ' 133

5.74
5.74

] Courtsslegal
B Legizlative Branch

] Executive ¢Oob, OHS, WSA2
[] EnterprizesFree Markets
[] State Sponsored Hackers
[] Criminal Hackers




DHS NCSD Software Assurance (SwWA) Program

Through public-private collaboration promotes security and resilience of software
throughout the lifecycle; focused on reducing exploitable software weaknesses and
addressing means to improve capabilities that routinely develop, acquire, and deploy

resilient software products. Collaboratively advancing software-relevant rating schemes

A Serves as a focal point for interagency public-private collaboration to
enhance development and acquisition processes and capability

benchmarking to address software security needs.

I Hosts interagency Software Assurance Forums, Working Groups and training to provide public-private
collaboration in advancing software security and providing publicly available resources.

i Provides collaboratively developed, peer-reviewed information resources on Software Assurance, via
journals, guides & on-line resources suitable for use in education, training, and process improvement.

i Provides input and criteria for leveraging international standards and maturity models used for process
improvement and capability benchmarking of software suppliers and acquisition organizations.

A Enables software security automation and measurement capabilities through
use of common indexing and reporting capabilities for malware, exploitable

software weaknesses, and common attacks which target software.

i Collaborates with the National Institute of Standards and Technology, international standards
organizations, and tool vendors to create standards, metrics and certification mechanisms from which
tools can be qualified for software security verification.

I Manages programs to facilitate the adoption of Malware Attribute Enumeration Classification (MAEC),
Common Weakness Enumeration (CWE), and Common Attack Pattern Enumeration and
Classification (CAPEC).

Homeland Cybersecurity and Communications
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DHS Software Assurance Program Overview

» Program established in response to the National Strategy to
Secure Cyberspace - Action/Recommendation 2-14:

ADHS will f aci |l i-prigsateefforto pranulgate mestl
practices and methodologies that promote integrity, security, and
reliability in software code development, including processes and
procedures that diminish the possibilities of erroneous code, malicious
code, or trap doors that coul d

DHS Program goals promote the security and resilience of software
across the development, acquisition, and operational life cycle

DHS Software Assurance (SwA) program is scoped to address:

Trustworthiness - No exploitable vulnerabilities or malicious logic exist in
the software, either intentionally or unintentionally inserted,

Dependability (Correct and Predictable Execution) - Justifiable
confidence that software, when executed, functions as intended,

Survivability - If compromised, damage to the software will be minimized; it
wi | | recover quickly to an accempuw @d

Conformance i Planned, systematic set of multi-disciplinary activities that
ensure processes/products conform to requirements, standards/procedures.

See Wikipedia. org f o-rCN$SSnstfuctiondNo. 400 'National dnforenation

gﬂ‘?"““f@% o o o T o
D@m Homeland Assurance Glossary," Revised 2006, defines Software Assurance as: "the level of confidence that

software is free from vulnerabilities, either intentionally designed into the software or accidentally

%’m., = SECurltY inserted at anytime during its lifecycle, and that the software functions in the intended manner".




BUILDING SECURITY IN

Critical Considerations

» Software Is the core constituent of modern products and
services 1 it enables functionality and business operations

» Dramatic increase in mission risk due to increasing:

A Software dependence and system interdependence (weakest link syndrome)
Software Size & Complexity (obscures intent and precludes exhaustive test)
Outsourcing and use of un-vetted software supply chain (COTS & custom)
Attack sophistication (easing exploitation)

Reuse (unintended consequences increasing number of vulnerable targets)
Number of vulnerabilities & incidents with threats targeting software

L > > D> > >

A Risk of Asymmetric Attack and Threats
> Increasing awareness and concern

RTay,

P Software and the processes for acquiring and

AN Homeland developing software represent a material weakness
" Security ~




BUILDING SECURITY IN

Security-Enhanced Capabillities:
Mitigating Risks to the Enterprise

»Wi th todayos gl obal software st
Quality Assurance, Testing and Project Management must
explicitly address security risks posed by exploitable software.

A Traditional processes do not explicitly address software-related security risks
that can be passed from projects to using organizations.

» Mitigating Supply Chain Risks requires an understanding and
management of Supplierso Capabi

A Enterprise risks stemming from supply chain are influenced by suppliers and
acquisition projects (including procurement, SWEng, QA, & testing).

A 1T/Software Assurance processes/practices span development/acquisition.
A Derived (non-explicit) security requirements should be elicited/considered.

» More comprehensive diagnostic capabilities and standards are
needed to support processes and provide transparency for more
Informed decision-making for mitigating risks to the enterprise

%@ Homeland
:@m Ome. dal Free resources are available to assist personnel in security-enhancing contracting,
%%‘j SecurltY outsourcing and development activities (see https://buildsecurityin.us-cert.gov) p




Software Assurance Addresses Exploitable Software:
Outcomes of non-secure practices and/or malicious intent

Exploitation potential of
S
O Defects
.'_"
t
W Malware
EXPLOITABLE SOFTWARE
= Unintentional Intentional
r Vulnerabilities Vulnerabilities
e

vul ner ab

OHi gh qual
reduce security
flaws attributable
to defects; yet
traditional S/W
guality assurance
does not address
intentional
malicious
behavior in
software

*Intentional vulnerabilities: spyware & malicious logic deliberately imbedded (might not be considered defects)

@ Homeland
%w:gj SEC'L]_I’ItY Note: Chart is not to scalenotional representation for discussions 13



Security Is a Requisite Quality Attribute:
Vulnerable Software Enables Exploitation

A Rather than attempt to break or defeat
network or system security, hackers are
opting to target application software to
circumvent security controls.

C 75% of hacks occurred at application ~Sottware = -
f‘ apphcattons

eve with exploitable
T "90% of software at Vulnerabllltle -..'{

appl i cat @Gabelksydantd, yune26060
C most exploitable software vulnerabilities
are attributable to non-secure coding
practices (and not identified in testing).

A Functional correctness must be exhibited
even when software is subjected to
abnormal and hostile conditions

In an era riddled with asymmetric cyber attacks, claims about system reliability,
integrity & safety must include provisions for built-in security of the enabling software.

- Homeland
&: Security 14




IT/software security risk landscape is a convergence
bet ween nNndefense I n depth

Enterprise Risk Managemgnt aradigm-shifting end to end business models N
and Governance are security
motivators

Acquisition could be considered Te?rhf]OR:QY stack Wi:h tthe necerstsafv and
A . . i surficient components 1o suppo
the beginning of the lifecycle; not 8l | complimentary product providers

development
- Product Oriented Building
. . atforms
Ailn the digital age A e i g ALY
demarcated not by territorial frontiers
i Dan Geer, CISO In-Q-Tel

A

y

Supply Chains {

— Risk Software Assurance provides a focus for:
Synthesis — ~ Management __ gocyre Software Components,
B Fonevorks -- Security in the Software Life Cycle and
pnalysis I —— ~ Compliance -- Software Supply Chain Risk Management
Networks
Operating Systems




ASupply chain i ntroduces
that relies on Federal Government for essential
I nformation and servi ces

30 Sep 2005 changes to Federal Acquisition
Regulation (FAR) focus on IT Security

Focuses on the role of contractors in security as
Federal agencies outsource various IT functions.

AiScope of Supplier Expansion and JWovusdathivagerechhewsicont Seeurae nt 0

;@ Home]_and Software Engineering, July 2005 article ASoftware Deyv
>

of May 2004 GAO-04-6 78 r eport fADefense Acquisition: Knowl edge

Security 16
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http://www.softwaretechnews.com/

Enterprise Processes for deploying capabillities:
Increasingly Distributed and Complex

New Considerations for Quality & Security

Development Process Procurement Process

Agency/
Enterprise

-

Source: SwWA WG Panel presentations, 2008



Risk Management (Enterprise <=> Project):
Shared Processes & Practices // Different Focuses

» Enterprise-Level:
A Regulatory compliance

A Changing threat environment

A Business Case

» Program/Project-Level:
A Cost
A Schedule
A Performance

Software Supply Chain Risk Management -

IQ
—

Organization

Organization

Acquire/ Outsourca

User

Devefop
In-honse

Devalop
In-house

traverses enterprise and program/project interests
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Software Assurance NnNEn

» Government, in collaboration with industry / academia, raised expectations
for product assurance with requisite levels of integrity and security:

A Helped advance more comprehensive software assurance diagnostic capabilities to mitigate
risks stemming from exploitable vulnerabilities and weaknesses;

A Collaboratively advanced use of software security measurement & benchmarking schemes
A Promoted use of methodologies and tools that enabled security to be part of normal business.

» Acquisition managers & users factored risks posed by the software supply
chain as part of the trade-space in risk mitigation efforts:

A lnformation on supplierso6 process ¢

t

determine security risks posed by
project and to the operations enabled by the software.

A Information about evaluated products would be available, along with responsive provisions for
discovering exploitable vulnerabilities, and products would be securely configured in use.

pabi
e s

| it
uppl

a
h

» Suppliers delivered quality products with requisite integrity and made
assurance claims about the IT/software safety, security and dependability:
A Relevant standards would be used from which to base business practices & make claims;
A Qualified tools used in software lifecycle enabled developers/testers to mitigate security risks;
A Standards and qualified tools would be used to certify software by independent third parties;
A |T/software workforce had requisite knowledge/skills for developing secure, quality products.

g flomeland ¢ Enabling Software Sup

"7 Security



Need for Rating Schemes

» Rating of Software products:
A Supported by automation
A Standards-based
A Rules for aggregation and scaling
A Verifiable by independent third parties
A Labeling to support various needs (eg., security, dependability, etc)
A Meaningful and economical for consumers and suppliers

» Rating of Suppliers providing software products and services

A Standards-based or model-based frameworks to support process
improvement and enable benchmarking of organizational capabilities

A Credential programs for professionals involved in software lifecycle
activities and decisions

@% Homeland
7/ Security 20
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DHS Software Assurance Program Structure *

» As part of the DHS risk mitigation effort, the SwA Program seeks to
reduce software vulnerabilities, minimize exploitation, and address
ways to improve the routine development of trustworthy software
products and tools to analyze systems for hidden vulnerabilities.

» The SwWA framework encourages the production, evaluation and
acquisition of better quality and more secure software; leverages
resources to target the following four areas:

A People i education and training for developers and users

A Processes i sound practices, standards, and practical
guidelines for the development of secure software

A Technology i diagnostic tools, cyber security R&D and
measurement

A Acquisition i due-diligence questionnaires, contract templates
and guidelines for acquisition management and outsourcing

S * July 28, 2006 statement of George Foresman, DHS UnderSecretary for Preparedness, before
D@m Home.land the U.S. Senate Committee on Homeland Security and Governmental Affairs, Subcommittee on
%«%:&5 SECHI’ItY Federal Financial Management, Government Information, and International Security 21



BUILDING SECURITY IN

Software Assurance Forum & Working Groups’

€ encourage the production, eval
guality and more secure software through targeting

People I Processes I Technology ‘ Acquisition

Software security
Improvements through
due-diligence questions,
specs and guidelines for
acquisitions/ outsourcing

Developers and users Sound practices, Security test criteria,
education & training standards, & practical diagnostic tools,
guidelines for secure common enumerations,
software development SwWA R&D, and SwA
measurement

Products and Contributions

Build Security In - https://buildsecurityin.us-cert.gov Practical Measurement Framework for SwA/InfoSec
and SWA community resources & info clearinghouse Making the Business Case for Software Assurance

Organization of SwSys Security Principles/Guidelines | SWA Ecosystem w/ DoD, NSA, NIST, OMG & TOG
SwA Developers' Guide on Security-Enhancing SDLC | NIST Special Pub 500 Series on SwA Tools

Software Security Assurance State of the Art Report Common Weakness Enumeration (CWE) dictionary
Systems Assurance Guide (via DoD and NDIA) Common Attack Pattern Enumeration (CAPEC)

SwA-related standards i ISO/IEC JTC1 SC7/27/22, SwA in Acquisition: Mitigating Risks to Enterprise
IEEE CS, OMG, TOG, & CMM-based Assurance Software Project Management for SWA SOAR

Homeland * SWA Forum is part of Cross-Sector Cyber Security Working Group (CSCSWG) established
3 S e CllI'it under auspices of the Critical Infrastructure Partnership Advisory Council (CIPAC) that
% Y provides legal framework for participation.
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