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GoalGoal

NERC CIP discovery, architecture, and 

integration work for control systems within integration work for control systems within 

electric utilities

Further aided by years of experience 

performing Cyber Asset discovery at 

universities, government facilities, healthcare 

(a worthy set of adversaries)(a worthy set of adversaries)

GOAL: Seek help (research and integrators) 

for our expanding control system challenge.
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monitored by an IPhone 1monitored by an IPhone 1monitored by an IPhone 1monitored by an IPhone 1



aircraft control systems 1aircraft control systems 1aircraft control systems 1aircraft control systems 1



more than you think 1more than you think 1

How many RFIDs

do you have?do you have?

more than you think 1more than you think 1



everything without wires 1everything without wires 1everything without wires 1everything without wires 1



equipped home lawnmowers 1equipped home lawnmowers 1equipped home lawnmowers 1equipped home lawnmowers 1



with “GoToMyHMI.com” 1with “GoToMyHMI.com” 1with “GoToMyHMI.com” 1with “GoToMyHMI.com” 1



and regulations 1and regulations 1

NERC CIP v1, v2, v3, 

v4, 1v4, 1

ISA S99

ISO 27001

NIST SP 800-53 r3, 

800-82800-82

NRC

IEC 62351
• http://www.us-cert.gov/control_systems/csstandards.html

• NNSA

• DoD 8500.1• DoD 8500.1

• IEEE P1686

• IEEE P1711

• IEC 61850 (Cigre B5.38)

cert.gov/control_systems/csstandards.html
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defined by Princeton 1defined by Princeton 1defined by Princeton 1defined by Princeton 1



Security (1 of 2)Security (1 of 2)

What does security mean for process control, DCS, SCADA and 
specifically the Bulk Power control systems?

Protection of authentic and accountable control

Assurance of information integrity

Timeliness of transmission and receipt of data

Confidentiality and classification of information
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Security (2 of 2)Security (2 of 2)

What does security mean for process control, DCS, SCADA and 
specifically the Bulk Power control systems?
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Confidentiality and classification of information
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Where and what are control systems?Where and what are control systems?

Automation is everywhere, centralized control of local 
or remote field devices provides the “controlled” system 
of disparate cyber assetsof disparate cyber assets

– Transportation (Automobile, Trains, Aircraft, Construction, Farm 
Equipment, Pipelines, Boats)

– Fresh Water / Waste Water

– Electric Generation, Transmission and Distribution

– Oil Wells and Refineries

– Home and Building Automation (HVAC, Security, Location – Home and Building Automation (HVAC, Security, Location 
Awareness)

– Manufacturing Facilities

– Amusement Parks

Essentially where the cyber and physical world meet

Where and what are control systems?Where and what are control systems?

Automation is everywhere, centralized control of local 
or remote field devices provides the “controlled” system 

Transportation (Automobile, Trains, Aircraft, Construction, Farm 

Electric Generation, Transmission and Distribution

Home and Building Automation (HVAC, Security, Location Home and Building Automation (HVAC, Security, Location 

cyber and physical world meet.



Automobile Control System ResearchAutomobile Control System Research

Experimental Security Analysis of a Modern Automobile
www.autosec.org
– Car Shark– Car Shark

Security and Privacy Vulnerabilities of In
Tire Pressure Monitoring System Case Study
http://ftp.cse.sc.edu/reports/drafts/

“There have been millions of vehicles installed with TPMS over the past 15 

years. TPMS is a legislated safety system required on 100% of U.S. vehicles 

beginning in 2008, and similar legislation is being developed in Europe and the 

Asia-Pacific countries 1 So don't worry. Tire pressure monitoring systems are 

secure.”

– Sept, 2010 : Schrader Electronics Ltd.

Automobile Control System ResearchAutomobile Control System Research

Experimental Security Analysis of a Modern Automobile

Security and Privacy Vulnerabilities of In-Car Wireless Networks: A 
Tire Pressure Monitoring System Case Study
http://ftp.cse.sc.edu/reports/drafts/

“There have been millions of vehicles installed with TPMS over the past 15 

years. TPMS is a legislated safety system required on 100% of U.S. vehicles 

beginning in 2008, and similar legislation is being developed in Europe and the 

Pacific countries 1 So don't worry. Tire pressure monitoring systems are 

Sept, 2010 : Schrader Electronics Ltd.



RF Interference RF Interference 



Control SystemsControl Systems

Farm / Construction EquipmentFarm / Construction Equipment

– John Deere’s JDLink

– AGCO’s AgCommand

– Raven’s Slingshot

– Trimble’s Connected Farm

Research

– None known at this time.

Farm / Construction EquipmentFarm / Construction Equipment



Rooms and HomeRooms and Home

IEEE 802.15.4

Initially released in 2004Initially released in 2004

– ZigBee-2006, encryption, MIC support

– ZigBee-2007, new home and business automation

– ZigBee-PRO, security model with "trust center"

Operates in the 2.4 GHz band (common)

– Also at 900 MHz (N. America), 850 MHz (Europe)

Modulation is DSSS – similar to 802.11b

– Sixteen 5 MHz channels, 11=2.405 GHz, – Sixteen 5 MHz channels, 11=2.405 GHz, 

26=2.480 GHz

Honeywell, Siemens Apogee, Kwikset Smartcode, 1

2006, encryption, MIC support

2007, new home and business automation

PRO, security model with "trust center"

Operates in the 2.4 GHz band (common)

Also at 900 MHz (N. America), 850 MHz (Europe)

similar to 802.11b

Sixteen 5 MHz channels, 11=2.405 GHz, Sixteen 5 MHz channels, 11=2.405 GHz, 

Honeywell, Siemens Apogee, Kwikset Smartcode, 1



ChallengesChallenges

Shared Infrastructure (Municipality, et. al.)

Default SettingsDefault Settings

Distribution Automation / Smart Grid / Expanding Edge Automation

Communication Backchannels (Virtualization, Administration, and 

Wireless)

Break Fix Scenarios with Bolt-on Technologies

Shared Infrastructure (Municipality, et. al.)

Distribution Automation / Smart Grid / Expanding Edge Automation

Communication Backchannels (Virtualization, Administration, and 

on Technologies



Shared InfrastructureShared Infrastructure

Municipality control networks may go well 

beyond expectations (fresh water, waste beyond expectations (fresh water, waste 

water, transmission, generation, 1)

Multi-owner facilities (substations, split 

location hydro generation)

Physical site usage (cellular antennas, office 

building, bathrooms, static keys) building, bathrooms, static keys) 

Point: Expansive operational boundaries
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Expansive operational boundaries



Default SettingsDefault Settings

Many systems have enabled additional services that 

are not necessary for “emergency” or “normal” are not necessary for “emergency” or “normal” 

operations

Traditional ICS IEDs do not generate security event 

logs and do not allow disabling unnecessary 

services

Vendors will reset systems to factory defaults while 

troubleshootingtroubleshooting

Point: Vendors must provide flexibility in limiting unnecessary services and 

modifying default configurations.

Many systems have enabled additional services that 

are not necessary for “emergency” or “normal” are not necessary for “emergency” or “normal” 

Traditional ICS IEDs do not generate security event 

logs and do not allow disabling unnecessary 

Vendors will reset systems to factory defaults while 

Vendors must provide flexibility in limiting unnecessary services and 



Expanding Edge AutomationExpanding Edge Automation

Not directly under the BES / NERC CIP 

regulationsregulations

Smarter Grid touchpoints are well beyond just 

electric utility boundaries

Examples 

–MGM City Center 22k Zigbee devices

–Home automation (Insteon, X10, 1)–Home automation (Insteon, X10, 1)

Point: The edge will be automated by electric utilities, 

businesses and residential.

Expanding Edge AutomationExpanding Edge Automation

Not directly under the BES / NERC CIP 

Smarter Grid touchpoints are well beyond just 

electric utility boundaries

MGM City Center 22k Zigbee devices

Home automation (Insteon, X10, 1)Home automation (Insteon, X10, 1)

The edge will be automated by electric utilities, 

residential.



Communication BackchannelsCommunication Backchannels

Wide area connectivity (generation, substations, control centers, ISOs, 

business network, remote support) 

– NAT / Split Tunnel Concern– NAT / Split Tunnel Concern

– Expansive trust network

Unknown communication channels between hosts

Virtualization

– Host VM may not be considered Critical Cyber Asset while guest VMs are considered CCAs

– Shared SAN across trust zones (see first point)

– Use P2V tools to make an operational control system on a USB stick

System Administration (RS232, Infrared, Ethernet with lower security context)System Administration (RS232, Infrared, Ethernet with lower security context)

KVM, UPS, Vendor Remote Access

Ethernet over Category 3

Wireless is everywhere : 802.11; 900  Mhz; Cellular GSM A5/1 Cipher 

Wireless (USRP2 SDR opened door)

Communication BackchannelsCommunication Backchannels

Wide area connectivity (generation, substations, control centers, ISOs, 

Unknown communication channels between hosts

Host VM may not be considered Critical Cyber Asset while guest VMs are considered CCAs

Use P2V tools to make an operational control system on a USB stick

System Administration (RS232, Infrared, Ethernet with lower security context)System Administration (RS232, Infrared, Ethernet with lower security context)

Wireless is everywhere : 802.11; 900  Mhz; Cellular GSM A5/1 Cipher 



loop” networks at generating facilitiesloop” networks at generating facilities

Bolt-on solutions are integrated throughout system 

lifecycle lifecycle 

– Break / Fix Scenarios

– New Features

Additional PLCs and communication gateways 

added 

– Opto22 Snap-PAC

– Communication Bridges– Communication Bridges

• 900 Mhz (only need same hardware to decode/inject)

• 802.11 / Zigbee (review KillerBee)

• Modbus to Ethernet/TCP

Point: Contain control networks.

loop” networks at generating facilitiesloop” networks at generating facilities

on solutions are integrated throughout system 

Additional PLCs and communication gateways 

900 Mhz (only need same hardware to decode/inject)

Contain control networks.



Simple PrincipleSimple Principle

Build with a moat (control)Build with a moat (control)

• Separate trust levels / Security Enclaves

• Understand how the moat (control) works

• Define trusted methods to cross the moat

• Strongly authenticate any attempted moat 

crossingcrossing

• Isolationism provides protection

Separate trust levels / Security Enclaves

Understand how the moat (control) works

Define trusted methods to cross the moat

Strongly authenticate any attempted moat 

* Nijo Castle 

Kyoto, Japan

Isolationism provides protection



Moats are not the only answer.Moats are not the only answer.

• “Computer Virus Strikes Space Station”

• August 27, 2008: Tariq Malik space.com

• A virus designed to swipe passwords from online 
gamers has inexplicably popped up in some 
laptop computers aboard the international space 
station. 

• The low-risk virus was detected on July 25, but 
did not infect the space station's 
control computers and poses no threat to the 
orbiting laboratory, NASA officials said. orbiting laboratory, NASA officials said. 

Moats are not the only answer.Moats are not the only answer.

“Computer Virus Strikes Space Station”

August 27, 2008: Tariq Malik space.com

A virus designed to swipe passwords from online 
gamers has inexplicably popped up in some 
laptop computers aboard the international space 

risk virus was detected on July 25, but 
did not infect the space station's command and 

and poses no threat to the 
orbiting laboratory, NASA officials said. orbiting laboratory, NASA officials said. 



General RecommendationsGeneral Recommendations

We need a mechanism to define varied operational states of a facility and an 

operational / cyber architecture to support it

– Cyber capability X is unavailable now invoke manual operation X 

– As rings of the moat are directly hit, manually operations increase until such 

time the system is back to fully functional

No wireless communications (possibly even removing microwave / cellular for 

specific situations), No permanent OSI layer 1 inbound from untrusted sources, 

Profile control loop traffic immediately, Review ladder / automation logic

Monitor control system work in other verticals (eg. Automobile CAN 

Communications – or any other “easy” reference source) 

Review ability to utilize data historians for cross correlated cyber / physical Review ability to utilize data historians for cross correlated cyber / physical 

activity

YOU MUST IMPLEMENT STRICT CHANGE MANAGEMENT CONTROLS 

INCLUSIVE OF ENSURING CYBER SECURITY REVIEW IN THE PROCUREMENT 

PROCESS AND ALL SYSTEM CHANGES
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your help?your help?

Communications Protocols Assessments

Control System Individual Device and As Built AssessmentsControl System Individual Device and As Built Assessments

1 Many more.

Communications Protocols Assessments

Control System Individual Device and As Built AssessmentsControl System Individual Device and As Built Assessments



Assessment MethodologyAssessment Methodology

Documentation

– Vendor– Vendor

– FCC ID or similar international
registration

Reference Source

– Difficulty depends on accessibility of 
control system deployments

Monitoring and analysis tools

– Hobbylab USB Oscilloscope– Hobbylab USB Oscilloscope
and Logic Analyzer

– USRP2 Software Defined Radio
with appropriate daughter boards

Assessment MethodologyAssessment Methodology

Difficulty depends on accessibility of 

Monitoring and analysis tools

USRP2 Software Defined Radio
with appropriate daughter boards



As Built AssessmentsAs Built Assessments

Vendor, Integrator and Asset Owner Education

Local protective controlsLocal protective controls

Default settings

Administrative Modes

Firmware / Software Updates

Software vulnerabilities

Forensics

As Built AssessmentsAs Built Assessments

Vendor, Integrator and Asset Owner Education

Firmware / Software Updates



Summary / Q & ASummary / Q & A

Open Discussion


