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What is AJAX? () CENZIC

= Asynchronous JavaScript And XML

= AJAX allows for a new generation of more dynamic,
more interactive, faster Web 2.0 applications, hidden
useful background tasks.

= AJAX leverages existing technologies, such as
Dynamic HTML (DHTML), Cascading Style Sheets
(CSS), Document Object Model (DOM), JavaScript
Object Notation (JSON), etc., and the (a)synchronous
XMLHTTPRequest (XHR)
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What is AJAX? (contd.) CENZIC

= XHR allows for (a)synchronous
server requests without the need
for a full page reload

» XHR “downstream” payload can be

= XML, JSON, HTML/JS snippets,
plain text, serialized data,
basically pretty much
anything...

= Response often results in dynamic
web page content changes through
DOM modifications
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AJAX Code Example C CENZIC

xhr = new XMLHttpRequest();

xhr.open("'GET"", “http://www.foobar.com”, true);
xXhr .onreadystatechange = processResponse;
xhr.send(null);

function processResponse () {
IT (Xhr.readyState == 4) {
IT (request.status == 200) {
response =
Xhr .responseText;
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What is AJAX? () CENZIC

= Ajax Is a new Web application development approach

= Apps no longer just fill and submit

[ ) (s )
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AJAX Example #1

() CENZIC

oogle - Mozilla Firefox

File

m~

Web

Daone

Edit  Wiew  Hiskory  Bookmarks  Tools  Help
hd c By lj & | http:/fvwwww.google.com/
Images  Maps MNews Shopping  Graail  more *

best buy

bank of america
bebo

barack obama

bbc

bed bath and beyond
harnes and noble
blackberry storm
bbc news
blockbuster

Q0,400,000 results
30,900,000 results
Q0,500,000 results
20,200,000 results
210,000,000 results
1,300,000 results
5,210,000 rezults
10,600,000 results
40,500,000 results
26,200,000 results

cloze

Advanced Search

Freferences
Language Tools

#
iGoogle | Sign in

D <ho Referer> & S)
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http://www.google.com/�

AJAX Example #1

) Tamper Data - On

Skart Tamper

Filter

Time LRL

21:47:49.749 hittp:

ng requests

Clear

ficlients1.google, comjcompletef/search?hl=en&gl=ustq=h

V=

CENZIC

Cptions  Help

A

C.. | Total...  Sige | M. Status

210... 210 ms 220  GET 200

Reguest Header Mame
Hosk
User-Agent
Accept
Accept-Language
Accept-Encoding
Accepk-Charset
Keep-Alive
Connection
Zookje

Reguest Header Walue
client=1.google, com

Mozilla)s. 0 (windows; U WWindows WT 5.1; en-U3; re1.9.0...

*JI*

en-us,en;q=0.5

gzip,deflate
1S0-8859-1,ukf-8;0=0.7,*1q=0.7
300

keep-alive

PREF=ID=5511cZ7a765046e6: TM=12030353235:LM=1233...

Response Header Mame
Stakus
Content-Type
Date
Expires
Cache-Control
Content-Encoding
Server
Content-Length

Response Header Yalue
Ok - 200
kextfjavascript; charset=utf-a
Thu, 29 Jan 2009 05:47:49 GMT
Thu, 29 Jan 2009 06:47:49 GMT
public, max-age=3600
gzip
Auto-Completion Server
220
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AJAX Example #1

Faw Data

(221 2] R (R0 80 R [ (e R

EloF ws3B w:giv~ ElenlEn+atsbizs  Blasagtelila s 5 MG av- FEl+ GEwlElf - ¢ o 8] [ wp BRI O EEIE - G20

~Ellg mpozaae éreaTliila (22l 7 (2] (Bl 10w B BT Til + o Bl 2 EER 2 - 128w & [ £ 7000R] ¢ s Gl O (V31 B8] @ v & BF o B o o B L 8] 5 ]+ e B T (2l v £
et ~GH | o2 1 Qi # i - clEnE | 2 (18 2 130~ asalo] (G0l ]

Uncompressed Data

window. google_ ac_ hi["b",[["best buy", "90_.400,000 result=s"_"0"],["bank of america" "39,900,000 results", "1"],
["bebo" , "20,500,000 results"_ "Z"],["barack obama", "80,800, 000 results", "3"],["bbc" "Z10, 000,000

results", "4"], ["bed bath and beyond", "1,300, 000 results", "5"], ["barnes and noble" "5, 210,000 results", "&"],
["blackberry storm","10,600,000 results"_"7"],["bbec news"_ "40,600,000 resualts", "2"], ["blockbuster", "26,300,000
results"_"2"]]11})
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AJAX Example #2 [ ) CENZIC

%2 Live Scarch - Mozilla Firefox
Fle Edt  iew v  Bockmarks  Tools

Live Search | MSH | Windows Live | Hotmal United States | Crtions | cashback | Advanced Seesrch | Sonin

Walch fhe mos o= on he ek

Images  “ideo Mews Maps  More o
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AJAX Example #2

Tamper Data - Ongoing requests

() CENZIC

Start Tamper

Filker

Tirne LIRL

13:00;13,919  http:/fapi.=

arch, live. com/gson. asp

Clear

rmarket=en-U5&options=EnablesuggestionTypedJlsonType=callbacks

Total D... | Sige | ... L. B
452 2o LoAaD ..

Request Header Mame
Haosk
ser-Agent
Accept
Accepk-Language
Accepk-Encoding
Accepk-Charset
keep-Alive
Cannection
Cookie

Request Header value

api.search.live.com

MogzillafS.0 (windows; U; Windows NT 5.1; en-U3; rvil1,9
*Ill*

en-us,en;J=0.5

qzip, deflate

[S0-5859-1,ukF-5;q=0.7,*;0=0.7

300

keep-alive
MUID=435B6FFEA5644 7E091 DBFESCA6A17DEES; mkkl=n

Response Header Mame
Stakus
Content-Length
Content-Type
¥-Powered-By
P3P
Expires
Cache-Control
Pragma
[Dake
Conneckion
Set-Cookie

Response Header Yalue
Ok - 200
452
application)x-javascript; charset=utf-&
A3P . MET
CP="MOM UM COM MaY 5TA LOC CURa DEVa PSaa PSDs
Thu, 29 Jan 2009 21:00:15 GMT
max-age=0, no-cache, no-store
no-cache
Thu, 29 Jan 2009 21:00:15 GMT
keep-alive
SRCHUID=Y=1&GID=aD0_F32FEF424534F3_4E600DE6F
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AJAX Example #2

() CENZIC

Uncampressed Data

ifi{typecf sas SearchlutoSuggest_setData ==

{"Query":"a","Section": [{"Text":"aol", "Type":

'function') sas_Searchiutoduggest. setData({"Zearchiuggestion':

$UAREM}, {"Text": "amazon", "Type”: "AS"}, {"Text":"ack", "Type": "AZ"},
{"Text":"american airlines", "Type":"A8"} {"Text":"akao" "Type":"45"}, {"Text":"ask jeewves"_ "Type":"45"},
{"Text":"amnerican express", "Type":"A5"} {"Text":"abec", "Type":"AE"} , {"Text":"aol mail" , "Type" @ "AB"},

{"Text":

"addicting games", "Type":"AE"}]}} /* pageview candidate */);

Javascript statement with JSON
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AJAX Example #3 () CENZIC

demos - Mozilla Firefox

File Edit ‘“iew History Bookmarks Tools Help
@ - C T l: ._] http: ffdema, script. aculo,.usfajaxfautocompleter_customized - - V.
Ta:
a script,acula,us helpers
Ada Noel
Adlai Cathy
Adrian Audrey
Mew AJAK features
Adrian Clyde
Adrian Ramneek
Adrienne Amos Rails is 3 full-stack,
open-souree weh
Adrienne Conrad framework in fuby
for writing real-world
spplications with jop
Agatha Lesley and less code than
most frameworks
spend doing XML
sit-ups, That quite
sums it up. So, if
you're still working late hours writing
definitions of what's in your database
because the framewark vou use works
against and not for you -- do yourself a
favour, and check out .
v
< ¥
Done T «ho Referers  @" S
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AJAX Example #3

) Tamper Data - Ongoing requests

() CENZIC

Start Tamper Clear

Filker
LIRL

http: ffdemo, scripk, aculo, usfajacfauto_complete_For_message_to

153:0%:21.547
153:0921.548
13:09:21.549
13:09:21.550

htkps i fdema, scripk, aculo,usfdemasfimages/contacks S, jpa
http:ffdemo.scripk, aculo, usfdemosfimages/contacks/S8, jpg
http:ifdema, script. aculo, usfdemos/fimages/contacks) 3. jpg
http:ffdema. scripk. aculo, usfdemos fimages/contacks 1. jpo

Options  Help

D...  TotalD.. Size Load Flags =t

LOAD_BYPASS_C...
.. LOAD_FROM_CA...
. LOAD_FROM_CA...
.. LOAD_FROM_CA...

. LOAD_FROM_CA..

139... 139 ms -1 4.
205... 205 ms -1 4.
210, 210 ms -1 4
213 213 ms -1 4

T T T

Request Header Mame Request Header Yalue

Accept-Language
Accepk-Encoding
Accept-Charset

en-us,en;J=0.5
gzip,deflate
I50-8859-1,utf-8;9=0.7,%0=0.7

Keep-Alive 300

Connection keep-alive
#-Requested-with AMLHEEpRequest
A-Protabype-Yersion 1.3.0

Conkent-Type applicationx-wwaw-Form-urlencoded; charset=UTF-3

Cenzic Confidential

Host demo. scripk. aculo,us
User-Agent Mozilla/S. 0 (Windows; U; wWindows MT 5.1; en-US; reil
Accept texckfhtml, applicationy xhtml+:xml, application)oml;g=0.9 ...

Conkent-Length 20

Coakie _scriptaculaus-demos _session=Bah7EilkZmxhc2h]0za. .
Pragma no-cache

Cache-Control no-cache

POSTDATA message“SBto%ED=a% =

Response Header Mame
Skatus
Server
Date
Content-Type
TransFer-Encoding
Conneckion
Skatus
»-Runtime
Ekag
Cache-Control
Content-Encoding

Response Header Yalue
Ok - 200
ngine/0,5.33
Thu, 29 Jan 2009 21:09:23 GMT
texctfhkml; charsek=utf-g
chunked
keep-alive
200
0.21905
"ad2a0b746d533f962da31521 2acaaaadd”
private, max-age=0, must-revalidate
gzip




AJAX Example #3 () CENZIC

Raw Daka

[EE] (521 (281 281 (221 2 2] 3] (el (8 & 7 o (T 1 - m 2 8] 2 (BB Y« e (R 5~ H £t 2 ¢ ® oia RAMM E 2 Talil o F 5378 BU7:m  ollRoniiEs 2k EEepk
BlisarBlerre TezBEhk o, ;R E L B aw o B3GR R & 0 A = puy BEIRE |, 5 BRv s o Ae obyaros ; B2 Bwall s o GE o (2 B2 4+ (R~ «BEE - - dzpa; o[
-BHe~slll7, phille: pNUvlEehex +3s +«aorsy il Mol &' 1 Gap AR ; + (zp [ [allE , (2R an o ge 80 | B2 OR8ws 25} B8lo £a=(0 58 Bl 63ay

walasl iy (98] B ey (Bl eifl . & ogBE) 5 (3]

Uncompressed Data

=1l class="contacts">

=1i class="contact"=<div class="image"><img src="/demos/images/contacts/5_ jpg" ==/ div-=<div class="name">=>ada
Noel=,/diwvr=div class="email"=-<span class="informal"radafnoel. fake=</span-<;/div==,11>

<1li class="contact"><div class="image"><img src="/demos/images/contact=s,/8_ jpg"/ =</ div><div class="nawe">adlai
Cathy-</div><div class="email"=><span class="informal">adlaifdcathy. fake<,/span>=,/diwv-=<;1i=

=1li class="contact"=<div class="image"><img src="/demos/images,/contacts,/3_ jpg" /== div-<div class="name">adrian
Andrey<dive<div class="email"r=span class="informal"=adrianfaudrey. fake</span~=;divr=,11i>

<1li class="contact"><div class="image"><img src="/demos/images/contact=s,/5_ jpg" /=< /div><div class="nawe">adrian
Clyde-</div><div class="email"=><span class="informal">adrian@clyde. fake</span=>-<,/div></1i=

=1li class="contact"=<div class="image"><img src="/demos/images,/contacts/8_ jpg" /== /divr<div class="name">adrian
Bamneek=/divr=div class="email"><span class="informal"radrianframneck. fake-< span=-<,/div==/1ix

<1i class="contact"><div class="image"><img src="/demos/images/contact=s/1_ Jjpg" =</ div=<div
class="name"*Adrienne Amos</div><div class="email"r<span class="informal">adriennefamos. fake<=span>-<;/div=-<,/11i>

=1i class="contact"=<div class="image"><img src="/demos/images/contacts/8_ jpg" /== div-=div
class="name"rAdrienne Conrad-=/divr=div class="email"=-<span class="informal"radriennefconrad. fake</span~=,;divr=,11i>

<1li class="contact"><div class="image"><img src="/demos/images/contact=s,/5_ jpg" /=< div><div class="nawe">igatha
Lesley</div=-<div class="email"=><span class="informal">agathallesley. fake</span~=;/div-<,11i>
=</ ul=
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AJAX Deployment Statistics C CENZIC

= Cenzic CTS (SaaS): ~30% of recently tested
applications use AJAX

= >50% AJAX developer growth year-over-year —
Evans Data

= ~3.5 million AJAX developers worldwide — Evans
Data

* 60% of new application projects will use Rich
Internet Application (RIA) technologies such as
AJAX within the next three years — Gartner




AJAX and the Same Origin Policy C CENZIC

= Same origin policy is a key browser security
mechanism

= To prevent any cross-domain data leakage, etc.

= With JavaScript it doesn’t allow JavaScript from
origin A to access content / data from origin B

= Origin refers to the domain name, port, and
protocol

* |n the case of XHR, the same origin policy does not
allow for any cross-domain XHR requests

= Developers often don’t like this at all!
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Same Origin Policy

We expect a
private
conversation




Same Origin Policy




Same Origin Policy

Web Site 1

Web Site

1
Mary’s Account 2
Data

Ajax Requests
Ajax Requests

4

Cookies from
Site 1

Page from Site 1

Cookies from
Site 1

Browser




Same Origin Policy C CENZIC

My Bank

q
Mary’s Account
Data

Ajax Requests

A

Cookies from
My Bank

Page from
My Bank

Cookies from
My Bank

Browser




Same Origin Policy

My Bank

Mary’s Account
Data

N

Session Cookies still
sent for My Bank

Cenzic Confidential

Ajax Requests

Web Site
2

~

Page from Page from Site 2

My Bank

Cookies from
Site 2

Cookies from
My Bank

Browser

Private users
data from Site 1!




Same Origin Policy

My Bank

q
Mary’s Account
Data

Disal

Page from Page from Site 2
My Bank

Cookies from Cookies from
My Bank Site 2

Browser

Cenzic Confidential



Mashups C CENZIC

= Mashups are a legitimate use and need for cross-
domain Ajax processing

Web Site 1

Web Site 2

Web Site 3 Web Site 4

W\

-
A
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e
Common Cross Domain Workarounds CENZIC

Cross-domain access is often still implemented by
various means, such as

= Open / Application proxies

* Flash & Java Applets (depending on
crossdomain.xml config)

* E.g. FlashXMLHttpRequest by Julien Couvreur

= RESTful web service with JavaScript callback and
JSON response

* E.g. JSONscriptRequest by Jason Levitt

Cenzic Confidential




AJAX Erameworks () CENZIC

= AJAX frameworks often categorized as either
“Client” or “Proxy/Server” framework

= “Proxy/Server” frameworks often result in
unintended method / functionality exposure

= Beware of any kind of “Debugging mode” (e.g. Direct
Web Remoting (DWR) debug =true)

= Remember: Attackers can easily “fingerprint” AJAX
frameworks
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Test Mode - Mozilla Firefox
Eile Edit \iew History Bookmarks Tools  Help

@ - c (gt |j http:fdirectwebremoting. orgfdwr fserverfservlet/test, html

|j Test Mode

Server Side » WEB-INF Reference » Test Mode [ DWR | Blog ]

Using debug/test mode

You put DWR into debug/test mode by adding the following parameter:

<init-params>
< param-hame > debug</ par smm- name >
<param-valusstrue</ param-valus:>

</ init-parsm:>

DWR will generate test pages for each of the allowed classes (see dwr.xml below) in debug
mode. These can be very useful in seeing what DWR can do and how it works. This mode can

also alert you to problems like javascript reserved word clashes or overloading problems.

However this mode should not be used in live deployment as it could give an attacker a lot o

O NG L T R G R GETRTL I I I you have designed your website properly

then this extra information will not help an attacker exploit your website however it is

generally wise not to give anyone a route map to exploit any mistakes you might have made.

DWR is provided 'as is', without any warranty, so the security of your website is your

responsibility. Please take care to keep it secure.

ol G # S

Done




AJAX and Web App Security C CENZIC

= AJAX potentially increases the attack surface

= More “hidden” calls mean more potential security
holes

= AJAX developers sometimes pay less attention to
security, due to it’'s “hidden” nature

= Basically the old mistake of security by obscurity

= AJAX developers sometimes tend to rely on client
side validation

= An approach that is just as flawed with or without
AJAX
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AJAX and Web App Security (contd.) C CENZIC

= Mash-up calls / functionality are often less secure by
design

= 3"d party APIs (e.g. feeds, blogs, search APIs, etc.)
are often designed with ease of use, not security
In mind

= Mash-ups often lack clear security boundaries

(who validates, who filters, who encodes /
decodes, etc.)

= Mash-ups often result in untrusted cross-domain
access workarounds

= AJAX sometimes promotes dynamic code
(JavaScript) execution of untrusted response data
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The Bottom Line... ( CENZIC

AJAX adds to the problem of well-known Web

application vulnerabilities.
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y
AJAX / Web 2.0 & Test Automation CENZIC

= Spidering Is more complex than just processing
ANCHOR HREF’s; various events need to be

simulated (e.g. mouseover, keydown, keyup, onclick,
onfocus, onblur, etc.)

= Timer events and dynamic DOM changes need to be
observed

= Use of non-standard data formats for both requests
and responses make injection and detection hard to
automate

= Page changes after XHR requests can sometimes be
delayed

* |n short, you need to have browser like behavior
(JavaScript engine, DOM & event management, etc.)



Common Web App Vulnerabilities CENZIC

SQL Injection

= What is it?: Database contents are compromised or disclosed by
the use of specially crafted input that manipulates SQL Query
Logic.

= Root Cause: Failure to properly scrub, reject, or escape domain-
specific SQL characters from an input vector.

* Impact: Data confidentiality, integrity, and availability with the
ability to read, modify, delete, or even drop database tables.

= Solution: Use parameterized SQL statements. Define accepted
character-sets for input vectors, and enforce these white lists
rigorously. Force input to conform to specific patterns when other
special characters are needed: dd-mm-yyyy. Validate data length
of all inputs.
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Common Web App Vulnerabilities CENZIC

Cross-Site Scripting (XSS)

= What is it?: The Web Application is used to store, transport, and
deliver malicious active content to an unsuspecting user.

* Root Cause: Failure to proactively reject or scrub malicious
characters from input vectors.

= Impact: Persistent XSS is stored and executed at a later time, by a
user. Allows cookie theft, credential theft, data confidentiality,
Integrity, and availability risks. Browser Hijacking and Unauthorized
Access to Web Application is possible using existing exploits.

= Solution: A global as well as Form and Field specific policy for
handling untrusted content. Use white lists and regular expressions
to ensure input data conforms to the required character set, size,
and syntax.
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Common Web App Vulnerabilities CENZIC

Cross-Site Request Forgery (CSRF)

= What is it?: Basic Web Application session management behavior
IS exploited to make legitimate user requests without the user’s
knowledge or consent.

* Root Cause: Basic session id management that is vulnerable to
exploitation (e.g. cookie-based).

= Impact: Attackers can make legitimate Web requests from the
victim’s browser without the victim’s knowledge or consent, allowing
legitimate transactions in the user’'s name. This can results in a
broad variety of possible exploits.

= Solution: Enhance session management by using non-predictable
“nonce” or other unique one-time tokens in addition to common
session identifiers, as well as the validation of HTTP Referrer
headers.
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Cross Site Request Forgery

My Bank

q
[ Mary’s Account

Page from
My Bank

Cookies from
My Bank

Browser




Cross Site Request Forgery

My Bank /
Transfer $ to Joe Hacker

N

[ Mary’s Account

Not protected by
Same Origin
Policy

Page from
My Bank

Cookies from
My Bank

Browser
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Cross Site Request Forgery

My Bank / Attacker
Transfer $ to Joe Hacker

N

[ Mary’s Account

-

Not protected by

Same Origin
Policy

Page from
My Bank

Cookies from
My Bank

CSRF vulnerabilities typ|cally
allow actions, such as the
money transfer, but not direct
information access.

Browser
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Cross Site Request Forgery

My Bank

[ Mary’s Account

N

Cenzic Confidential

4@ $ to Joe Hacker

Page from
My Bank

Cookies from
My Bank

Browser

| Att=cker

chor\g\“g '




Cross Site Request Forgery

Page from
My Bank

Cookies from
My Bank

Browser
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JavaScript Hijacking C CENZIC

= What is it?: An attack vector specific to JavaScript messages.
Confidential data contained in JavaScript messages is being accessed by
the attacker despite the browser’s some origin policy.

= Root Cause: The <script> tag circumvents the browser’'s same origin
policy. In some cases the attacker can set up an environment that lets him
or her observe the execution of certain aspects of the JavaScript
message. Examples: Override/implement native Object constructors (e.g.
Array) or callback function. This can result in access to the data loaded by
the <script> tag.

= Impact: Data confidentiality, integrity, and availability with the ability to
access any confidential data transferred by JavaScript.

= Solution: Implement CSRF defense mechanisms; prevent the direct
execution of the JavaScript message. Wrap your JavaScript with non-
executable pre- and suffixes that get stripped off prior to execution of the
sanitized JavaScript. Example: Prefix your JavaScript with whille(1) ;

Cenzic Confidential




JavaScript Hijacking Examples C CENZIC

Example #1: Override Array Constructor

Attacker’s Client Code

Attacker code (override Array constructor)

<script>

function Array(){
/* Put hack to access Array elements here */

}

</script>

AJAX Call

<script src="http://targetsite.com/getacctinfo.php "
type=""text/javascript''></script>

Example AJAX response

["fool","barl™"],["foo2", " bar2"]
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JavaScript Hijacking Examples C CENZIC

Example #2: Implement Callback

Attacker’s Client Code

Attacker code (implement callback)

<script>
function callback(foo){
/* Put hack to access callback data here */

}

</script>

AJAX Call

<script src=""http://targetsite.com/getacctinfo.php™
type=""text/javascript''></script>

Example AJAX response

cal lback(["foo","bar'"]);

Cenzic Confidential



Preventing JavaScript Hijacking () CENZIC

A simple code example

var object;
var xhr = new XMLHttpRequest();
xhr.open("'GET", "/object.json',true);
xhr .onreadystatechange = function () {
IT (Xhr.readyState == 4) {
var txt = xhr.responseText;
IT (txt.substr(0,9) == "while(1):;") {
txt = txt.substring(10);
Object = eval('(" + txt + ")");

}
¥

Xhr.send(null);

Remember, the attacker cannot sanitize the JavaScript, since
they are relying on the <script>tag

Also see
http://www .fortifysoftware.com/servlet/downloads/public/JavaScript Hijacking.pdf
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e
Preventing JavaScript Hijacking CENZIC

= Consider avoiding JavaScript payloads

= Don't use HTTP GET for “upstream”

= Prefix “downstream” JavaScript with while(1);
= Avoid / Limit the use of dynamic code / eval ()

= Enforce CSRF Protections comprehensively

= Be extremely careful when circumventing same
origin policy
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AJAX Best Practices C CENZIC

Pretty much all the usual Web app security best practices
apply:

= Analyze and know your security boundaries and
attack surfaces

= Do not rely on client-side security measures

= Always implement strong server side input &
parameter validation (black & whitelisting)

= Test against a robust set of evasion rules
= Remember: The client can never be trusted!

= Assume the worst case scenario for all 3" party
Interactions

= 3rd parties can inherently not be trusted!
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AJAX Best Practices (contd.) C CENZIC

= Escape special characters before sending them to the
browser (e.g. <to &lt;)

* Leverage HTTPS for sensitive data, use HTTPOnly &
Secure cookie flags

= Use parameterized SQL for any DB queries

* Also see owasp.org and OWASP dev guide
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() CENZIC

Cenzic Product Suite




Who Is Cenzic? | CENZIC

= Founded in June 2000 - Privately held * cenzic
= Cenzic provides software & SaaS products to emulates a
protect Web applications against hacker attacks hacker and looks
 Software (Cenzic Hailstorm Enterprise ARC & for real-time
Cenzic Hailstorm Professional) responses at the
 Managed Service (Cenzic ClickToSecure browser level.
Managed) This approach
« Services (training courses and assessment provides an
methodology) accurate solution
= Stateful Assessment technology makes Cenzic \ivol/thf|e|SS than
unique in the Web vulnerability scanning market oraise
_ _ positives.
= Winner of numerous industry awards
sy MERIGAN :. ‘ Charles Kolodgy
- ' 3 ,,,im, IDC
. MEGIT
nalr R FINALIST =1hC
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Cenzic Product Suite

CENZIC

SaaS / Cloud Professional Services

Hailstorm Enterprise ARC

Cenzic D s
Hailstorm\ —
Enterprise ARC

Download Datashest »

Hailstorm Professional

Cenzic \'\

Hailstorm Pro

Download Datashest »

ClickToSecure Managed

Cenzic “x o
ClickToSecure g
Managed

Download Datashest »

Cenzic \ .
ClickToSecure gt
Cloud

Download Datasheet »

Assessment Methodology

Cenzic \ o
Assessment
Methodology

Download Datasheset »

Training

Cenzic ™
Training
Courses

Download Datasheet »

Hybrid Model

Cenzic
Hailstorm
Enterprise ARC

Download Datashest »

Cenzic ™.

ClickToSecure

Managed

Download Datashest »
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http://www.cenzic.com/downloads/Cenzic_Hailstorm_Pro.pdf�
http://www.cenzic.com/downloads/Cenzic_Hailstorm_ARC.pdf�
http://www.cenzic.com/downloads/Cenzic_TrainingCourses.pdf�
http://www.cenzic.com/downloads/CenzicAssessmentMethodologyDs.pdf�
http://www.cenzic.com/downloads/Cenzic_Hailstorm_ARC.pdf�

Cenzic Hailstorm Pro & e CENZIC

Cenzic Enterprise ARC Architecture

Client — Web Users
Web
. Application

I ARC Execution

Engine
Centralized
Database .
Il \RC Execution

Engine

- ARC Execution A .._=.=iii-lil __‘_"Ei
Engine I ey
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Risk Management Dashboard

CENZIC HAILSTORM ENTERPRISE ARC™

() CENZIC

Logged in as Administrator (Logout] | Help

Dashboard

Home Customize Charts

Dashboard

Tells which M
apps have
been tested

Web
Interface

rity Summary: Mar 01, 2009 through May 29, 200

Coverage Trend ¥

7]

) Tested [ Stzle [ Untested

Assed

Aor May
25 23

I Vuln [_J'warn M Apps Tested

HARM Trend (AVG) ¥ Owerall Status ¥

ednerble
WWarning D

Finds and
lists all LS
applications

ltems Found

Tells

vulnerability
levels

Vulnerability Trend

50
u 40
2 30
5 20
[
= 10
0 = = a
2 E] 2
B YVuln [_JWarn [_]Info

Top SmartAttacks ¥

I

oS5 Passwards [Passward S

]
=
Quantitatively
tells how severe
the risk is for

each app

Apps

B /uln & \warn [ Fassed

Vuln Warn HARM Score
Crackme Bank http://lacalhost:g081/ “ 34 |25 E1z2] 24 N B3 | gzteued report
- Learning Portal http://wordcircle.cenzicarc.com/ 109 E=E] [L] g | | gqueued report
T et < L E] ET=T13) ST

— WebGoat

report

http:,-'_-'wjﬁl 100 ]

queued
r Hacme Casine  http://172.16.18.18:3000/ 1 R EE | 29445 | gziued report
CenZIC Confld I fz:jlﬁl:ti::fb http://localhost: 8081/ kelev/view/cleardb.php 36 | 24 | Bl 2z | B S gziued report




V=

Cenzic Differentiators CENZIC

Most comprehensive Ability to test all
attack library web applications

Cenzic responds to your

needs within 24 hours Standardized platform for
- ultimate product flexibility

- .

-

Cenzic partners with leading
security vendors (WAF," .
remediation, etc.)
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Questions?

Lars Ewe
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